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1. BBepeHue

1.1. OnucaHme AOKyMeHTa

[aHHbIN OOKYMEHT ABNSETCHA YacTbio Habopa MHCTPYKUMIA N0 06CNYyXUBaHMIO pOyTePOB iIRZ 1 COOAEPXUT UH-
dopmaLmio TOMbKO Mo cpeacTBaM MOHUTOPMHIA 1 yripaBreHnsa yCTpoucTBoM. [ns nonydeHus nHpopmaumm o

paboTe cammx yCTPOMCTB CMOTPUTE COOTBETCTBYIOLLIEE PYKOBOACTBO MOSb30BaTers.

Bepcusa gokymeHTa (daTta ny6nukauum) U3meHeHusA
2.0 (04.10.2018) OCHOBHOW OOKYMEHT
BbinonHun Konmak O., Akosnesa T.B. MpoBepun Konmak O.

1.2. NMpepynpexaeHue

MpumeyvaHue. [na kaxaoit Mogenu poytepa CylecTByeT COBCTBEHHbIN KOMMMEKT AokyMeHTauuu. O6-

pallanTecb, NoXxanymncra, K AokymeHTauun onga Bawero yctponcrsa.

BHuMaHune! Hapywenve ycnosuin akcnnyaTauum poyTepa nuiwiaet Bac npasa Ha rapaHTuitHoe o6cny-

XunBaHune yCTpOIZCTBa.

MpenynpexaeHne:
o PekomeHpyeTcs yaenutb ocoboe BHUMMaHue pasfgeny, MNOoCBsLLEeHHOMY npefocTaBneHuto [ocTyna K
poyTtepy. [py HapyLweHn ONNCaHHbIX PEKOMEHAALMI BO3MOXHA Yrpo3a HECaHKUMOHNPOBAHHOMO 4OCTyna
K poyTepy, CeTsiM 1 Apyromy ceTeBoMy 060py0BaHMIO CO CTOPOHbI TPETbUX KL,
¢ [lapameTpbl KOH(bUrypaumm cnegyeTt BBOOUTb B MOSIHOM COOTBETCTBUM C PEKOMEHAAUUSIMU aHHOTO OOKY-
MeHTa. Hanpumep, ans IP-agpeca:
KoppekTHo: 123.213.132.001
HekoppekTtHo: 123,456.789.000, 123..456.789.000, 12 3.456.789.000

e Bce nons HaCTpOEeK poyTepa Heo6XoaMMO 3aMnONHATb TONMbKO HA aHIMIUNCKOM SA3bIKE.
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TepMUHbI U cokpalleHusA

TexHn4yeckoe pellueHUe — uaes UnNn AOKYMEHT, KOTOpble OMUCLIBAIOT HAbop TEXHUYECKUX MeponpusaTUn,
HanpaBfieHHbIX Ha peanu3auuilo KOHKPEeTHOM 3agayn. [ns BbIMOMHEHUA TakoW 3agayun UCMOnb3ylTCs GOYHK-
LUMOHarmnbHble BO3MOXHOCTU KOMMOHEHTOB PELLEHUs, CBA3aHHbLIX Mexay COOOM M B3avMOAENCTBYOLWUX APYr

C ApYrom onpeaeneHHbIM 06pasom.

BHewHunm IP-agpec — IP-agpec B ceTn VIHTEPHET, NpeaoCcTaBnsieMbI KOMMaHMEN-MPOBaNOEPOM YCIyr CBA3N
B MNOMb30BaHWE KMMEHTY Ha CBOEM Unu ero obopyaosaHum ansa obecneveHns Nnpsamon cBa3m ¢ obopygoBaHnem

KINMNeHTa 4yepes CeTb VIHTepHeT.

dukcmpoBaHHbIN BHewWwHU IP-agpec — BHelwHWI IP-agpec, He U3MEHSALLMIACS HW NPY KakuX YCRoBusaX (Npu
CMeHe Tuna obopyaoBaHUsA KnveHTa U T.M.) unu cobbiTusx (Mpy NepenoakoyeHnn K ceT KOMNaHUn-NnpoBam-
nepa u 1.4.). EAMHCTBEHHOM BO3MOXHOCTbIO M3MEHUTb (PUKCUpPOBaHHbIM IP-agpec sBnseTca obpalleHne B
KOMNaHuIo-nposangep.

AyTeHTuUUMKauma — npouenypa NpPoBEPKU MOANUHHOCTU MOMb30BaTEnNsl, KNMEHTa WUnu ysna, BO BpeMs
KOTOPOW PEKBWU3UTbI, MPEeOOCTaBIEHHbIE HA MOMEHT MOAKIIOYEHNS, CPaBHMBAKOTCA C pekBusmTamn B Oase
OaHHbIX.

Web-uHTepdenc poytepa — BCTPOEHHOE CPeACTBO yrNpaBneHusl, No3BoMsioLLLee HacTpansBaTb U KOHTPOSK-
poBaTb paboTy poyTepa Yepes nobon cTaHaapTHLIN MHTEPHET-Opay3ep.

YpaneHHoe yCTPpOMUCTBO (yAaneHHbIN y3en) — YCTPOWCTBO, TEPPUTOpUArnbHO yaaneHHoe OT paccMaTtpuBae-

MOro mecta, obbekTa unu y3na.



2. Cnoco6bl ynpaBneHus poytepom iRZ

Wireless solutions
for M2M world

BHuMaHue! Pekomenayetcs ynenuts ocoboe BHUMaHWE HacTpoikam [0CTyna K YyCTPOMCTBY Mo NpoTo-

konam HTTP, HTTPS, Telnet, SSH. OT crnoxHocTu napornen, paspeLlleHnsa yaaneHHoro ocTyna, Ucnosb-

3yEeMbIX NOPTOB CEeTEBbIX CJ'Iy)K6, HaCTPOEK MeXCeTeBOro 3KkpaHa n apyrnx HaCtpoek CeTeBbIX CJ'Iy)K6 3aBun-

cuT 6e30NacHOCTb HE TONbKO CaMoro poyTepa, HO 1 yCTpOIZCTB N ceTen, HaxXoOsALLMXCH 32 HUM.

Ta6nuua 2.1 CeTeBble CNyx0Obl, UCNONb3yeMble ANS yNpaBrieHns poyTepoMm

HasBaHue OnucaHve Tpebyemoe MO

HTTP/HTTPS Be6-nHTepdeiic, No3BonsaoLLMIA HACTPOUTL BCE NHTepHeT-6pay3ep - Opera, Firefox,
pernameHTUpoBaHHble yHKUUK poyTepa. MoxHo IE, Chrome, Safariu T.4.
ucnonb3oBaTh NO6ON CTaHAapTHBIN MHTEPHET-Opayaep.

Telnet KomaHgHas koHconb, NpefHa3HayYeHHas ans 6onee Telnet-kNMeHT - NPUCYTCTBYET BO
TOHKOW HaCTPOWKN yCcTpoKcTBa. No3sonseT Bcex OC (B Windows 7 TpebyeTcs
MCrnonb30BaTh CTaHAAPTHbIE KOMaHAb! Linux. BKITHOYUTD).

SSH Ananor Telnet, B koTopom ndpyeTcs Tpadmk e SSH-knueHT — native 8 UNIX

npu aBTopusaummn n paboTe C KOHCOIbIO, YTO CHIKaeT
yrpo3sy nepexsaTa KoHpUAeHUMansHon nHhopmMauum
TPETLMMM NULaMMN.

e PUTTY, WInSCP, openssh
(win32) B Windows
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3. BbICTpbIN AOCTYN K YCTPOUCTBY

[nsa nonyyeHusa goctyna k web-uHTepdency poytepa MOXHO MCMONb30BaTh MobOOM CTaHAapTHLIN UHTEPHET-

Opaysep, nogaepxueatowmi HTTP 1.0. Hanpumep, Opera, Firefox, IE unu Chrome.
OTkpoinTe nHTepHeT-6pay3ep u BbINONHUTE cnefyoLlime 4eNCTBUS.

1. Beegute IP-agpec poyTepa B agpecHyto CTPOKY UHTEpPHET-6pay3epa.

JKkCnpecc-naHent: - Opera

m B8 FEcApecc-NaHens 1 +

2 httpsff192, 168.1.1

Puc. 3.1 Beog IP-agpeca poytepa B agpecHyt CTPOKY MHTEPHET-Opay3epa

MpumeyaHune. IP-agpec Ans 4oCTyna K HACTPOMKaM poyTepa, MCNoNb3yeMblil M0 YMOMYaHu1Io, ykasaH Ha

HaKrnelike Ha HUXKHel CTOPOHe Kopryca yCcTponcTBa.

Ecnu poyTep BKkntodeH, To nocre Beoaa |IP-agpeca poyTepa NosBUTCA CTpaHuLa NpUBETCTBUS.

Status Network VPN / Tunnels Services Tools
Device info
Model RL41I Firmware v1196 (2018-03-01 15:39:48)
Uptime 7d 02h 00m 28s Serial No RFAD1000046
Hostname iRZ-Router Unitname
RAM free/total 77888 KiB / 124792 KiB
Routing
Mode backup Interfaces wan

Local Network (lan)

Status Up Uptime 7d 02h 00m 09s
Type static MAC F0:81:AF:00:0F:6D
Address 192.168.2.1/24 Rx/Tx 108.6 MiB / 1.0 MiB

OpenVPN tunnel (ovpn)

Status Down

Wired Internet (wan)

Status Up Uptime 7d 02h 00m 10s
Type static MAC F0:81:AF:00:0F:6C
Address 10.100.10.2/30 Rx/Tx 0.0B/878.1 KB

Routing table

0.0.0.0/0 @ wan, metric=1 10.100.10.0/30 @ wan, metric=101

Puc. 3.2 CtpaHuua npuBeTCTBUS

10
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CTpaHvua NpMBEeTCTBUS COAEPXKUT KPaTKyto MHOPMALIMIO O COCTOSIHUM YCTPOWCTBA U CETHU:
¢ nwms yctponctea (UNIT NAME);

e Bpems paboThbl YCTPOMCTBA Nocrie BkYeHus (uptime);

e HasBaHuWe oneparTopa COTOBOW CBA3W;

¢ TN GSM-cBA3K, ypoBeHb GSM-curHana;

e |P-agpec, ckopoCTb coeguHeHus,

® KOJIn4ecTtBO nepe,u,aHHO|7| n I'IOJ'Iy‘-lGHHOVI VIH(bOpMaLl,I/IVI nT.a.

2. BBeanTe norvH 1 naponb Ans 4ocTyna k BeG-nHTepdeicy poyTtepa

(no ymonyaHuio, NorvH — root, napons — root)

Authentication Required

http:/f192.168.3.1 requires a username and
password.

Your connection to this site is not private.

User Name: |0

LAY

Password; =

Cancel Log In

Puc. 3.3 Beoa nornHa u napons ansa gocryna Kk web-nHrepdency poyrepa

Mocrne KOPPEeKTHO BBOAA MOTMHA W Naponisi OTKPbIBAeTCS OOCTYN K OCHOBHOMY WHTepdelicy ynpaBiieHus

YCTPONCTBOM.

MpumeyaHue. Mpu yTepe napons cMoTpuTe pasagen o cbpoce HACTPOEK B PyKOBOACTBE Morib3oBaTens

COOTBETCTBYHOLLErO YCTPOWCTBA UMK 0bLIMe pekoMeHaaumm B pasaene 4 AaHHOTO PyKOBOACTBA.
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4. Bo3BpalleHue K 3aBOACKUM HacTponKam

BHumMaHwue! NanHas onepauus HeobpaTtuma. Mpexae YeM BINOMHATL CBPOC HAacTpoek, ybeamuTech, YTo

TeKyLme HacTpoMrKu ycTponcTBa Bam He noHapgobAtcs (B TOM yucne knoum U ceptudmkatsl OpenVPN,

IPSec, GRE, napameTpbl nogkntoyeHus k cetu MHTepHeT u T.4.).

Ona Toro 4toGbl COPOCUTL HACTPOMKM poyTepa K 3aBOACKMM yCcTaHOBKaMm, Ha poyTepax iRZ umeetcs
cneumanbHas kHomnka «Reset».

[ina c6poca HacTpoOeK 3aXXMUTE KHOMKY M YAepXuBanTe B Te4eHmmn okono 10 cekyHa, poyTep nepesarpysurcs
yXe CO COpPOLLEHHBbIMW HACTPONKaMMU.

Ecnun nocne nepesarpysku HacTpoOWiKM poyTepa okasanucb Tak U He COpOLLEHbl, BO3MOXHO, Bbl YAEpPXKMUBanu
KHOIMKY He JOCTaTO4YHO JOJTO UM Ha BalleM YCTPOMCTBE CrioMaHa KHorka.

Takke HaCTpOVKK poyTepa MOXHO cbpocuTb Yepes Beb-uHTepdeiic, cMm. pasgen 5.5.11 faHHOro pykoBoACTBa.

12
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5. Web-unHTepdeunc

5.1. Pa3gen «Status»

Ha Bknagke Status npepcrtaBneHa vHopmaums O COCTOSIHUM poyTepa U ero CEpPBUCOB, KOTOpasi MOXET
ObITb NonesHa Ansa 6bICTpoOW AMarHOCTUKK yCTporcTBa. B gaHHOM pasgene npusoautcsa nogpobHoe onucaHue

nonen n 3Ha4YeHu AaHHOW BKNaaKu.

Device Info — uHopmaums 06 ycTponcTae.

Device info
Model RL411 Firmware v1253 (2018-04-17 15:02:14)
Uptime 01h 24m 46s Serial No RFAD1000046
Hostname iRZ-Router Unitname
RAM free/total TATT2 KiB [ 124792 KiB

Puc. 5.1. MNpumep nHdpopmaumm B pasgene Device Info

Ta6nuua 5.1. Nons B pasgene Device Info

MNMone OnucaHue

Model BbiBOOMT Mogenb Ballero poytepa

Uptime Bpemsi paboTbl poyTepa ¢ nocriegHen nepesarpysku

Unitname Mmsa poyTtepa (MOXHO 3apaTh B pasgerne Tools — Unit name)

Firmware Bepcusa ycTaHOBMNEHHON NPOLUMBKM

Serial No CepuitHbIi Homep poyTepa

RAM free/total Konunuectso cBob6oaHOM onepaTvBHOM NamsATn/obLwmnin o6bem onepaTnBHOM NaMATH
Hostname Mwms xocta

Routing — nHgopmauus o pexnme pabotel WAN-MopToB.

Routing

Mode backup Interfaces wan

Puc. 5.2. MNMpumep nHdopmaumm B pasgene Routing

Tabnuua 5.2. [Nons B pasgene Routing

Mone OnucaHue

Mode YkasbiBaeT pexum paboTtel WAN nopToB: balancing — pexum 6anaHcupoBku Tpadmka
mexgy wan noptamu; backup — pexum pesepBrpoBaHusa Mexay wan noptamu (pasgen
Network — Routing).

Interfaces YkasbiBaeT MHTEPdENChl Yepesd KOTOpblE B AaHHbI MOMEHT OCYLLECTBASIETCS TOT UK
WHOW PEeXWUM B NOPsiAKe NPUOPUTETOB.

13
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Local Network (LAN) — uHdopmaLusa o COCTOAHUM NoKanbHbIX NOPTOB poyTepa. [oapa3nenos Moxet

ObITb HECKOSbKO, TaK Kak B HaCTDOIZKaX npucyTcTteyet BO3MOXXHOCTb BbIHECTU Kakabln Ethernet-nopT B

otaenbHbin VLAN.

Local Network (lan)

Status Up Uptime 21h 56m 24s
Address 192.168.1.1/24 Type static
MAC FO:81:AF:00:0F:6D RxITx 55.4 KiB /1.1 MiB

Puc. 5.3. MNpumep nHcbopmaumm B pasgene Local Network

Tabnuua 5.3. [Nong B pasgene Local Network (LAN)

Mone OnucaHue

Status YkasbiBaeTcs eCTb N U3nN4EeCcKoe NOAKIMIYEHNE K MOPTY:
e Up — noakritoMeHne ecTb;
o Down — noaknoyeHust HeT

Address IP-agpec nopTta c ykasaHMemM Makcu ceTu

MAC MAC-agpec nopTta

Uptime Bpewmsi paboTbl nopTta

Type Pexum paboTbl nopTa: static — ctatnyeckas IP-agpecauus

RX/Tx CYeTUmK NPUHATBIX 1 OTNPaBREHHbIX banT

Mobile Internet (SIM1/SIM2) — nHdOpMaLUa O COCTOSIHUN MOAKMOYEHUS MO KaHany COTOBOWM ceTu (OBa

pasfgena, ecnv yCTporucTBO nogaepxueaet ase SIM-kapTbl).

Mobile Internet (sim1)

Status Up Uptime 00h 04m 18s
Network 3G Operator Beeline

Signal quality 26 Module name Huawei MU709s-2
Module revision 11.652.61.00.00 Module IMEI 864881021515208
Address 10.229.29.221/32 Rx/Tx 60.0B/102.0B

Puc. 5.4. MNMpumep nHcopmaumm B pasgene Mobile Internet

14
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Ta6nuua 5.4. lNong pasgena Mobile Internet

Mone OnucaHue
Status YKkasblBaeTCsl CTaTyC NOAKMIOYEHMS K COTOBOM CETU:
e Up — SIM-kapTa 3apermctpvpoBaHa B CET1 COTOBOro onepaTopa v rotoea kK pabore;
e Down — SIM-kapTa He 3apernctpupoBaHa B ceTu 1 He paboTaer.
Address IP-agpec cum kapThbl C ykazaHWeM MacKu CeTu, BbiAaBaeMbll OnepaTopoM COTOBOW CeTu
Operator BbiBOAUTCA MMs onepaTtopa COTOBOM CeTU

Module Name

HassaHue GSM mopynsi, yCTaHOBMEHHOTO B BalleM poyTepe

Module IMEI IMEI Homep GSM moayns Baluero poyTtepa.

Uptime Bpems akTUBHOCTN C MOMEHTa YCTaHOBKU Ceccumn

Network Tun COTOBOW CETU MO KOTOPOW B AaHHbI MOMEHT OCYLLIECTBNSIETCS nepefada AaHHbix: 2G, 3G,
4G

Signal Quality YpoBeHb curHana cotosol cetu B popmaTte CSQ (MUHMManNbHOe 3HayYeHue, Koraa curHana

HeT coBcemM — 0, MakcMmanbHoe 3HayeHne ypoBHsi curHana — 31, ctabuneHas paboTa cetn
HayvHaeTcs C ypoBHA curHana 12).

Module Revision

Howmep Bepcun GSM-moayns poytepa

Rx/Tx

CYeTUMK NPUHATBIX U OTNPaBNEHHbIX 6anT

Wired Internet (WAN) — nHdpopmaums o ctatyce nopta WAN.

Wired Internet (wan)

Status

Type

Address

Up Uptime 00h 00m 03s
dhcp MAC F0:81:AF:00:0F:6C
192.168.245.18/22 Rx/Tx 27KB/1.3KiB

Puc. 5.5. MNpumep nHpopmaumm B pasgene Wired Internet (WAN)

Tabnuua 5.5. lNons B pasgene Wired Internet (WAN)

Mone OnucaHue
Status CocTosHune nopra:
e Up — nopt akTnBeH u paboTaerT;
e Down — nopT BbIKIMIOYEH.
Address IP-agpec nopTta c ykasaHnem Macku ceTu
MAC MAC-agpec nopta
Uptime Bpems aktnBHOCTM nopTa
Type Twn paboTbl nopTa:
e static — Ha nopTy Ha3Ha4eH ctaTnyeckuin IP-agpec;
e DHCP — nopt nony4aet agpec oT BHewHero DHCP-cepBepa;
e PPPOE — nopt nogknto4aetcs K BHelwHemy PPPoE-cepsepy.
Rx/Tx CYeTUMK NPUHATLIX U OTNPaBMEHHbIX 6anT
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Tunnel — nHdopmauusa o coctosHUM TyHHens. bonee noapobHyo NHOPMaLIMIO O TYHHENSIX U UX HACTOMKe
MOXHO npoynTaTb B oTaenbHoM gokymeHTe « PYKOBOLOCTBO MNMOJIb3OBATENA HacTtpoika TyHHenen Ha

poyTepax iRZ» Ha cante www.radiofid.ru .

Routing Table — uHdopmaums no Tabnuue mapLupyTmsaumm. BelBoaaTcs Bce cyLlecTByOLne Ha JaHHbIN

MOMEHT MapLupyThl.

Routing table
0.0.0.0/0 @ sim1, metric=3 10.64.64.64/32 @ sim1, metric=0
192.168.1.0/24 @ lan, metric=0

Puc. 5.6. MNMpumep nHdopmaumm B pasgene Routing Table
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5.2. Pasgen «Network»

5.2.1. Local Network

Wireless solutions
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Pasgen Local Network Ha Bknagke Network npegHasHaveH Onisi HAcTpOWKM NokanbHbIX Ethernet-nopTtos

poyTepa. B poyTepax iRZ umeeTtca BO3MOXHOCTb HacTpouTb WAN-NopT Takum o6pasomM, YTobbl oH paboTan, Kak

nokanbHbI Ethernet-nopt n Hao6opoT — Bce LAN nopThl npespatuts B WAN.

Ha Puc. 5.7 npenctaeneH npumep obbeanHeHus Ethernet-noptos B VLAN (BMPTYarnbHYH NOKanNbHY CETb).

|-|OCKOJ'Ibe B JaHHOM npumepe HacTpoeHo asa VLAN, To Ha cTpaHuue nokasaHbl ABe rpynnbl HACTpoek — Ons

BUPTYyanbHbIX ceTen «lan» n «lan84» (HasBaHuSA 3agalTcsl aBTOMaTMYeckn nnmn B pydHyto — norne VLAN ID).

YUto6bl fo6aBnTb HOBbINM VLAN, HaxkmuTe Ha kHonky Add VLAN BHM3Y CTpaHuLbl, a YTOBbI yaanuTbe — HaXXMUTE

KHOMKY Remove, B COOTBeTCTByPOU.LeVI rpynne HacCTpoOeK.

[na coxpaHeHUs: BbIMOMNHEHHbIX HACTPOEK UCMOMb3yiTe KHOMKy Save. MNpu nepexode Ha Apyrue cTpaHuubl

pa3agenoB BCe BbIMOJIHEHHbIE, HO HE COXpPaHEHHbIe HaCTDOﬁKM 6y/J,yT C6p0LLIeHbI!

Status Network
Local Network
Local Network (lan)
Wired Internet
CPU port
Mobile Internet ETHO v
Loopbacks
P
Wireless Network 192.168.1.1

Routes

DNS Servers
Local Network (lan84)
Switch
CPU port
ETH1 v
P
192.168.2.1

VPN / Tunnels

VLAN ID

Mask
255.255.255.0

VLAN ID
84

Mask

255.255.255.0

Services

Switch Ports

i« LAN1 [« LAN2

MAC
f0:81:af.00:0f.6d

Switch Ports

LAN3 LAN4

LAN1 LAN2 [ LAN3 & LAN4

MAC

Puc. 5.7. Bknagka Network, pasgen Local Network

Add VLAN

Tools

Remove

WAN

Remove

WAN
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Ta6nuua 5.6. Hactporikn Network — Local Network

Mone

OnucaHue

CPU Port

Beibop nopTa npoueccopa, KoTopbii 6yaeT HasHayveH Ha VLAN. Hanpumep, B poyTepax
cepumn R4 goctynHel gBa nopTa Ethernet 1Gbit: ETHO n ETH1. Mo ymonyaxuto, ETHO —
37O YeTbIpe nokanbHbIX nopTa, a ETH1 — ognH WAN-nopT. OgHako nonb3oBaterns ¢
NMOMOLLIbIO JaHHOW HAaCTPONKN MOXET pacnpenenvTb nopTel Mexay dusn4eckumm
pasbeMamu CaMOCTOSATENBHO.

VLAN ID

YkasaHue Homepa VLAN. V3HayanbHO HOMep 3agaeTcs aBToMaTU4eCKn camum
YCTPOMCTBOM, OHAKO NOsib3oBaTefb MMEEeT BO3MOXHOCTb €ro U3MEHUTb.

Switch Ports

Bbibop dunsmyeckmx nopTo., koTopble 6yayT nobasneHsl B VLAN

IP IP-agpec poyTepa ansa cosgaHHoro VLAN
Mask Macka ceTtu poytepa ans cosgaHHoro VLAN
MAC MAC agpec, MOXHO 3aaBaTb B pPyYHYyIO

5.2.2. Wired Internet

Pasgen Wired Internet Ha Bknagke Network npegHasHaveH ans HacTponkn WAN-nopTa poyTepa B paMkax

VLAN. B poytepax iRZ nmeeTcss BO3MOXHOCTb HAcTPOMTb JloKanbHble MOPTbl TakMM obpas3om, 4YToObl OHM

pabotanu, kak WAN-nopTbl.

Ha Puc. 5.8 npeactasneH npumep cosgaHms VLAN Ha ocHoBe WAN-nopTta poytepa. B gaHHoOM npumepe

HacTpoeH oanmH WAN-nopT, rpynna HacTpoek BUPTyarbHOW CeTu «wany (Ha3BaHue 3a4aeTcs aBToOMaTUYecKn).

YTto6bl fo6aBnTb HOBLINM VLAN, HaxkmuTe Ha kHonky Add VLAN BHM3Y CTpaHuLbl, @ YTOObI yAanuTb — HAXXMUTE

KHOMKy Remove, B COOTBETCTBYIOLLEN rpynne HacTpoeK.

[na coxpaHeHus BbIMOMNHEHHbIX HACTPOEK UCMONb3yiTe KHOMKY Save. MNpu nepexone Ha Apyrue cTpaHuub

pa3fenoB BCe BbINOSIHEHHbIE, HO HE COXPaHEHHbIe HacTPoVikv 6yayT copolleHsb!

Status

Local Network
Mobile Internet
Loopbacks
Wireless Network
Routes

DNS Servers

Switch

Network VPN / Tunnels Services Tools
Wired Internet (wan) Remove
CPU Port VLAN ID Switch Ports

ETH1 v 2 LAN1 LANZ LAN3 LAN4 # WAN
Connection Type MAC

Static v f0:81:af:00:0f:6¢
P Mask Gateway
Ping Address Ping Interval (sec) Ping Attempts

Add VLAN Save

Puc. 5.8. Bknagka Network, pasgen Wired Internet
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Ta6nuua 5.7. Hactporiku Network — Wired Internet

Mone OnucaHue

CPU Port Bbibop nopTta npoueccopa, KoTopbin 6yaeT HasHavyeH Ha VLAN. Hanpumep, B poyTepax
cepumn R4 goctynHel gBa nopTa Ethernet 1Gbit: ETHO n ETH1. Mo ymonyaxuto, ETHO —
37O YeTbIpe nokanbHbIX nopTa, a ETH1 — ognH WAN-nopT. OgHako nonb3oBaterns ¢
NMOMOLLIbIO JaHHOW HAaCTPONKN MOXET pacnpenenvTb nopTel Mexay dusn4eckumm
pasbemMamMm CaMOCTOSATENbHO.

VLAN ID YkasaHue Homepa VLAN. Vi3HayanbHO HOMep 3agaeTcs aBToMaTU4eCckn camum
YCTPOWCTBOM, OOHAKO NOMb30BaTeNlb UMEET BO3MOXHOCTb €70 UBMEHUTD.

Switch Ports Bbibop dunsmyeckmx nopTo., koTopble 6yayT nobasneHsl B VLAN

Connection Type Tun NnogxknYeHns K BHELWIHUM ceTaMm, Yepe3 WAN-nopT:

[A] Disabled — oTkntoueHne WAN-nopTa;

[B] DHCP — coeamnHeHue ¢ nonyveHnem Hactpoek ot DHCP-cepBepa;
[C] Static — coeanHeHne ¢ py4YHbIMU HACTpoOKamu;

[D] PPPOE — coeanHeHne ¢ aBTopu3aumen Ha cepeepe PPPOE.

[JlononHuTenbHble HAaCTPOVKM (B 3aBUCMMOCTM OT BbIGpaHHOTO TUMa coeanHeHust, none Connection Type):

Mone Tun OnucaHue

Ping Address [Al[BIICIID] IP-agpec yganeHHoro xocta ans npoBepku paboTbl coeauHeHUs

Ping Interval (sec) [Al[B]IC][D] MHTepBan B cekyHaax, Yepes KoTopblii OyayT OTNpaBnsTbCsA NakeTbl Ans
npoBepkn coeanHeHus (no ymonyanuto, 30 cekyHa)

Ping Attempts [Al[B][CIID] KonnyecTBo HeyaayHbIX NOMbITOK COeAMHEHUS, NOCIe KOTOPbIX poyTep
nonbiTaeTcs NOAKMYMTBECA Yepes COTOBYH CeTb (Mo ymonyaHuio, 3)

Use Peer DNS Server [B][D] BkntoueHwne/BbIkntoueHne ncnonb3oBaHus BHelwHUX DNS-cepBepoB
nposangepa

MAC [BIICIID] MAC-agpec poyTtepa ans cosgaHHoro VLAN. Ecnu none octaButb
nycTteiM, To 6yaeT ncnons3oBatbcst MAC-agpec, yCTaHOBMEHHbIN
npoussoanTenem

IP [C] IP-agpec poyTepa ans cosgaHHoro VLAN

Mask [C] Macka ceTu poytepa ansa cosgaHHoro VLAN

Gateway [C] LLinto3 poytepa anst cosgaHHoro VLAN

Login [D] JlorviH, koTOpbIN yKa3biBaeTcs Nnpu PPPOE-coeanHeHun

Password D] Maponb, koTophkIN ykasbiBaeTcsa npu PPPOE-coeanHeHun

AC-name [D] VIM§a KOHUEeHTpaTopa AoCTyna, KOTOpbIN ykasbiBaeTcs npu PPPOE-
coeanHeHun

Connection type

Static v

Disabled
DHCP

PPPoE

Puc. 5.9. Tunbl coegnHeHna ana WAN-nopta
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BapuaHTt Disabled B none Connection Type norndecku BbiknoyaeT WAN-nopT, To ecTb dusnyeckoe
noaknodeHne 6yaeT NpUCyTCTBOBAaThL, HO poyTep He OyaeT mepepdaBaTb MO NOPTY HWKAKUX AaHHbIX. [Mpumep

HacTpoek nokasaH Ha Puc. 5.10, onnucaHne HacTpoek npuBeaeHo B Tabnuue 5.10.

Status Network VPN / Tunnels Services Tools

Local Network

Wired Internet (wan) Remove
Mobile Internet ETH1 T 2 LAN1 LANZ (I LAN3 LAN4 @ WAN
Loopbacks Connection Type
Wireless Network Lizablod i
Routes Ping Address Ping Interval (sec) Ping Attempts

Enter ad ck ¢ D

DNS Servers
Switch

s

Puc. 5.10. WAN-nopT OTKSIHOYEH

Tun nogkntoyeHnss DHCP o3HavaeT, 4To poyTep OormkeH nonyumtb IP-agpec, macky u agpeca DNS-
cepBepoB oT BHelwwHero DHCP-cepeepa. lNpumep HacTpoek nokasaH Ha Puc. 5.11, onucaHuMe HacTpoek

npveeaeHo B Tabnuue 5.10.

Status Network VPN | Tunnels Services Tools

Local Network

Wired Internet (wan) Remove
Wired Internet CPU Port VLAN ID Switch Ports
Mobile Internet ETH1 v 2 LAN1 LANZ LAN3 LAN4 i WAN
Loopbacks Connection Type MAC
Wireless Network DHCP M f0:81:af:00:0f.6¢
Rottes Ping Address Ping Interval (sec) Ping Attempts

Ente e onnection Default 30 seconds Default 3 times

DNS Servers
Switch ¥ Use peer DNS servers

Puc. 5.11. Tun coeanHerna WAN-nopta — DHCP

Tun nogkntoveHus Static Heobxoaum AnNst pydHOW yCTaHOBKM ceTeBbix HacTpoek WAN-nopta. Npumep

HacTpoek nokasaH Ha Puc. 5.8, onvcaHne HacTpoek npmBeaeHo B Tabnuue 5.10.
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Tun nogkniodeHns PPPOE HeoGxoaum npu UCMonb30BaHMU NPOTOKOMa ¢ aBTopusalueit Ha cepeepe PPPOE.

Mpumep HacTpoek nokasaH Ha Puc. 5.12, onucaHue HacTpoek npuseaeHo B Tabnuue 5.10.

Status Network VPN / Tunnels Services Tools
Local Network y
Wired Internet (wan) Remove
Wired Internet CPU Port VLAN ID Switch Ports
Mobile Internet ETH1 v 2 LANT  LAN2 (1 LAN3 [ LAN4 [ WAN
Loopbacks Connection Type MAC
Wireless Network PRPoE il 10:81:af:00:0t6¢
Routes Login Password AC-name
DNS Servers
Ping Address Ping Interval (sec) Ping Attempts
Switch

# Use peer DNS servers

Add VLAN Save

Puc. 5.12. Tun coeanHenns WAN-nopta — PPPoE

5.2.3. Mobile Internet

Pasgen Mobile Internet Ha Bknapgke Network npegHasHaveH Ansi HACTPOWMKM MOBUNbHOro MIHTepHeTa Ha
ycTponcTtee. Bce poyTtepbl R-cepun nogaepxuatoT paboTy ¢ agByms SIM-kapTamu, UCKITHOYEHNE COCTaBMSIOT
TonbKo poyTtepbl cepun R1. CooTBETCTBEHHO B poyTepax cepun R1 He ByaeT pasgena HacTpoek ansa SIM2.

Ha Pwuc. 5.13 npeacrtasneH npumep HacTpoek poyTtepa ¢ ABymsa SlM-kaptamu. UTo6blI BKNoYaTb Mnu
oTKNto4aThb paboTy poytepa ¢ SIM-kapTon, Heo6XoaUMO NOCTaBUTb UMK CHATb ranoydky HaNpoTMB NyHkTa Enable
SIM1 (vnn SIM2). Haxatmne Ha cTpoky Show Advanced Settings OTKpbiBaeT OOCTyn KO BCEM OOCTYMHbIM
HacTponkaM faHHoro pasgena.

[ns coxpaHeHUs BbINOSIHEHHbLIX HACTPOEK UCNOMb3YNTE KHOMKY Save. [pu nepexoae Ha apyrve ctpaHuubl

pa3fernoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HacTPOVikM 6yayT copolleHsb!
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Status

Local Network

Wired Internet

Mobile Internet

Loopbacks
Wireless Network
Routes

DNS Servers

Switch

Wireless solutions

for M2M world
Network VPN / Tunnels Services Tools
@ Enable SIM1
APN Network Access Mode

Auto v
Username Password Authentication Type
Any

PIN Additional PPPD Options Force MCC MNC

066

nple: debug BX

Ping Address Ping Interval (sec) Ping Attempts

ck connection 30 3 by default

| Allow roaming

¥/ Use peer DNS servers

« Enable SIM2
APN Network Access Mode
Auto v
Show advanced settings
Manage SIM
Connection Timeout (sec) Primary SIM Return to Primary SIM After (sec)
360 SIM1 v 3600

Save

Puc. 5.13. Bknagka Network, pazgen Mobile Internet

Ta6nuua 5.8. Hactporikn Network — Wired Internet

Mone

OnucaHue

APN

Mwms cotoBon cetn (APN). Heobxognmo, ecnu y SIM-kapTbl KOpnopaTBHBIA Tapud vUnm
BblAENEeHHas COTOBasi CETb BHYTPU NpoBaiaepa

Authentication Type

Bbibop npoTokona naeHTndmrkaumm SIM-kapTbl B ceT npoBangepa:

e Any — nto6oii U3 pexxuMoB (Mo yMosyaHuio);
o EAP;

o PAP;

o CHAP.

Network Access Mode

BbiGop pexumMa paboTbl C COTOBLIMU CETAMU:

e Auto — aBTOMaTUYECKOE OonpeaeneHne AOCTYMHON ceTw;
e 2G Only — pabota Toneko B cetn 2G;
e 3G Only — paboTa Tonbko B cetn 3G.

Username Mms nonb3oBatensa Ans 4ocTyna B COTOBYH CETb NpoBaiaepa
Password Maponk Ans gocTtyna B COTOBYIO CeTb NpoBangepa
PIN PIN-koa SIM-kapTbl (€Cnu ycTaHOBIEH)
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Mone

OnucaHue

Additional PPPD
Options

YkasaHue fononHuTenbHbIx onuuit PPPD, npu paboTte ¢ Moaynem COTOBOM CBS3u

Ping Address

IP-agpec yaaneHHoro xocta ans NpoBepku paboTbl coeanHEHUs!

Ping Interval (sec)

MHTepBan B cekyHaax, Yepes KOTopbIvi OyayT OTNpaBnsiTbCA NakeTbl ANs NPOBEPKU
coeanHeHus (no ymonyanuio, 30 cekyHa)

Ping Attempts

KonunuecTBo HeyaayHbIX NOMbITOK COEAUHEHUS], MOCIIE KOTOPLIX poyTep MNonbiTaeTcs
NOAKMYNTLCS Yepes3 COTOBYIO CeTb (MO ymon4yaHuio, 3)

Allow Roaming

PaspeLueHue/3anpelyeHve paboTsl SIM-kapTbl yCTPOWCTBa B POYMUHTE

Use Peer DNS Server

BkrtoyeHve/BbIKINoYeHNE UCMOSb30BaHMS BHeLLHMX DNS-cepBepoB npoBaiaepa

Force MCC MNC

Mo6unbHbIi kog cTpaHbl(MCC) B kombuHaumm ¢ MobunbHbiM kogom ceTu(MNC)
ABMSAETCH YHUKanNbHbIM MOEHTU(MKAaTOPOM COTOBOIO onepaTopa

Connection Timeout
(sec)

Bpems, koTopoe oTBoauTca SIM-kapTe Ha NOAKMIOYEHME K COTOBOMY OMnepartopy, no
UCTEYEHUI JaHHOTO BpeMeHU poyTep nepesarpyxaeT COTOBbIA MOZYIb N0 NUTaHWUIO U
[03BOH HA4YMHAETCS 3aHOBO, U3MEPSIETCS B CeKyHOax

Primary SIM

YkasblBaeT kakasi 3 SIM kapT sBnsieTcs NpUopUTETHOW (TONBKO ANsi OAHOMOAY bHbIX
poyTepoB)

Return to Primary SIM
After (sec)

Yka3aHvie npomexyTka BpeMeH nocrie KOTOporo poytep npov3seaeT NonbiTky
BEPHYTLCHA Ha OCHOBHYIO SIM KapTy (TOMbKO AN 0QHOMOAYNBHbLIX POYTEPOB)

5.2.4. Loopbacks

B HekoTopbIx cnyyasx HeobxoAMmo HasHadaTb JdononHuTtenbHble IP agpeca Ha uHTepdpenc loopback,

OaHHbIN pa3gen npegHasHayYeH ong aToro.
B none name BnucbiBaeTcsa um4, B none IP — BnucbiBaetca IP-agpec, a B none Mask — macka cetu k

KOTOpOM NpuHaanexuT aaHHeln IP-agpec.

Status Network VPN / Tunnels Services Tools
Local Network
Loopback Interfaces
Wired Internet
name IP Mask

Mobile Internet

Loopbacks =

Wireless Network

loopback1

Routes
DNS Servers

Switch

Puc. 5.14 Bknagka Network, pasgen Loopbacks

[1ns coxpaHeHus BbINOSIHEHHbLIX HACTPOEK MCNOMb3YMNTe KHOMKY Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3genoB BCeE BbIMOJIHEHHbIE, HO HE COXpPaHEHHbIe HaCTpOﬁKM 6yﬂ,yT C6pOLLIeHbI!
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5.2.5. Wireless Internet

Pasgen Wireless Network Ha Bknagke Network npegHasHadeH anst HacTporiku napameTpoB Wi-Fi. [JaHHbI
pasfgen 4OCTyneH B poyTepax, koTopble nogaepxueatoT paboty ¢ Wi-Fi (cMm. o6o3HadeHme B Ha3BaHMe Modenmu
— «wW»). Ha Puc. 5.15 npegcrtaBneH npumep HacTpoek, koraa Wi-Fi BbIKITHOUEH.

[lns coxpaHeHus BbINOSTHEHHbLIX HACTPOEK UCNOMb3YNTe KHOMKY Save. [pu nepexoae Ha apyrve cTpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HaCTDOﬁKM 6y}J,yT C6pOLLIeHbI!

Status Network VPN / Tunnels Services Tools
Local Network o
Wi-Fi mode:
Wired Intemet Access point
Client

Mobile Internet i
® Disabled

Loopbacks SSID
Routes Access mode Password
DNS Servers WPAZ-PSK v —

Switch

Puc. 5.15. Bknagka Network, pasgen Wireless Internet

Wi-Fi mode — BbI6op pexuma paboTtbl moaynsa Wi-Fi:

Access point — poyTep paboTaeT B kayeCTBE TOYKM AOCTYNa W XAET NOAKITHOYEHNUS KITMEHTOB K CBOEN CETH;
Client — poyTep cam nogkntoyaeTca K BHellHen Wi-Fi-ceTu, B 4aHHOM pexunme nHTepdenc aBTomaTniecku
ctaHoButcsa ogHum 3 WAN-nopToB;

Disabled — oTtkntoueHne Wi-Fi-mogyns.
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Access Point.

Access Point - pexxum paboTtbl Wi-Fi-moayns B pexume TOYKM AoCTyna.

Ta6nuua 5.9. Hactporiku Network — Wireless Network (Wi-Fi Mode = Access Point)

Mone

OnucaHue

Bridge with Interface

CosgaHue MocTa € NnokarbHbIM UHTEPENCOM UK CO34aHne HOBOro uHTepderica

IP

IP-agpec uHTepderica poytepa

Mask Macka ceTu nHTepdeinca poytepa
SSID HasBanue Wi-Fi-ceTn, k koTopow 0yayT NOAKHOYaTLCS KITMEHTDI
Channel Homep kaHana, Ha koTopoM AdormkHa paboTtaTte Wi-Fi-ceTb

Hide Wireless Network

BKntounTb/OTKNIOUNTD pa60Ty B CKPbITHOM pexXxunme, To eCTb bes aHOHCKMpPOBaHMA CBOEro
SSID

Access Mode

Tun wncpoBaHusa naponsa goctyna k cosgasaemont Wi-Fi-ceTtu:

e Open — 6e3 napons 4ocTyna;
o WPA;
o WPA2-PSK.

Password

Maponb Ang gocTyna k cosaasaemoit Wi-Fi-ceTu

Mpu BIOOpPE B HacTponke Bridge with Interface nyHkta LAN, Wi-Fi-uHTepdelic poytepa 6yaet pabotats B
pexume mocta ¢ LAN-noptamu. [JOCTynHble HacTpOWKu npuBedeHbl Ha pucyHke Puc. 5.15 lMpu BbiGope B
HacTpownke Bridge with Interface nyHkta Wi-Fi, Wi-Fi-uHtepdenc byanetr pabotatb, Kak CaMOCTOATENbHbIN

uHTtepdgenc. locTynHble HaCTponku NpusedeHsl Ha Puc. 5.16

WiFi mode:

= Access point
Client
Disabled

Bridge with interface

wifi v
IP Mask
SsSID Channel
iRZ-584EDB 11 v
Hide wireless network
Access mode Password

WPAZ2-PSK v

Puc. 5.16. Pexxum Wi-Fi HacTponku Bridge with Interface
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Client - pexxum paboTtbl Wi-Fi-mogynsi B pexxnime KnueHTa npu noakmoYeHnn K yaaneHHom ceTu.

Ta6nuua 5.10. Hactporiku Network — Wireless Network (Wi-Fi Mode = Client)

Mone

OnucaHue

Connection Type

BH60pTMﬂaCOGAMHeHM%

o DHCP - nonyyeHue IP-agpeca ot cepsepa DHCP;
e Static — cTaTM4HbIE HACTPOVKM poyTepa, NPONMCbIBAaEMbl BPYYHYIO.

IP IP-agpec nHTepgenca poyrtepa
Mask Macka ceTu nHTepdeinca poytepa
Gateway LLinto3 poyTepa

Ping Address

IP-agpec yaaneHHoro xocta ans nposepku paboTel coeAMHEHNS

Ping Interval (sec)

WHTepBan B cekyHAax, Yepes3 KoTopbI GyayT OTNpaBnAaTLCA NakeTbl Afs MPOBEPKU
coeauHeHust (no ymonyanuio, 30 cekyHa)

Use Peer DNS Server

BkrtoyeHve/BbIKINoYEeHUE UCMOSb30BaHMs BHeLLHMX DNS-cepBepoB npoBaiaepa

SSID

HasBaHue Wi-Fi-ceTu, kK koTOpor B6yayT NoaKnioYaTbCs KIUEHTbI

Access Mode

Tun wncppoBaHusa naponsa goctyna k cosgasaemont Wi-Fi-cetu:
¢ Open — 6e3 napons goctyna;

o WPA;

o WPA2-PSK.

Password

Maponb anga goctyna k cosagasaemont Wi-Fi-cetu

Mpu BLIGOPE B HacTponke Connection Type nyHkta DHCP, poytep 6yaeT nony4yaTb HACTPOWKM COEOUHEHNST

ot DHCP-cepBepa ceTu Kk KoTopon noakntoyaeTcs. [JocTynHble HacTpovikn nNpuBeaeHsl Ha Puc. 5.17.

WiFi mode:

Access point
® Client
Disabled

Conection Type
DHCP

Ping address

Ping interval (sec)

Use peer DNS servers

SSID

iRZ-584EDB

Access mode

WPA2-PSK

Password

v ETTTTTT T

Puc. 5.17. Pexxum DHCP HacTtpoikn Connection Type

26



Wireless solutions
for M2M world

Mpu BbIBOpe B HacTpomke Connection Type nyHkTta Static, poytep 6ygeTr pabortaTb CO CTaTUYHbIMU

HaCTpoOWMKaMn COeOUHEHWs], KOTOpble ykasbiBatoTca B nMyHkTax IP, Mask n Gateway. [JoCTynHble HacTpOMKK

npusegeHsl Ha Puc. 5.18.

WiFi mode:

Access point
® Client
Disabled

Conection Type

Static

Gateway

Ping address

SSID

IRZ-584EDB

Access mode

WPAZ2-PSK

Mask

Ping interval (sec)

Password

Puc. 5.18. Pexum Static, HacTporiku Connection Type

5.2.6. Routes

Pasgen Routes Ha Bknagke Network npegHasHaveH ans HacTponku npuoputetoB WAN-MOPTOB, PEXUM MX

paboTbl U HACTPOMKKN cTaTUYECKUX MapLupyToB. Ha Puc. 5.19 npeacrasneH npuMep HacTpOeK .

[na coxpaHeHUs: BbIMOMNHEHHbIX HACTPOEK UCMOMb3yinTe KHOMKy Save. MNpu nepexode Ha Apyrue cTpaHuubl

pa3nenoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HaCTpOﬁKM 6y}:l,yT C6pOLLIeHbI!
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Status Network VPN / Tunnels Services Tools

Local Network
Default routes mode

Wired Internet Rackiip i
Mabile Internet

1 1 | | Wired internet (wan66)
Loopbacks

2 |t | Mobile internet (sim1/sim2)

Wireless Network

DNS Servers
Target Mask Gateway Interface

Switch
- 192.168.2.0 255.255.255.0 wan66 v

Puc. 5.19. Bknagka Network, pasgen Routes

Default Routes Mode — pexum paboTtbl WAN-NOpPTOB:

e Balance — pexum 6anaHcupoBky;

e Backup — pexum pesepBMpoBaHus.

B pexume Backup poyTtep pesepBupyeT nogkmntodeHne mexay WAN-nopTamu nocriefoBaTeflbHO U B

nopsiake, ykasaHHOM Monb3oBaTesiem (CM. CMMCOK nog nyHkTom Backup Ha Puc. 5.19). C nomMmoLybio CTpernok

MOXHO NepemelLatb BbiGpaHHbIi WAN-nopT (Ha pucyHke «Wired Internet (WAN)») BBepx ' unv BHM3 * ' B
3aBMCMMOCTU OT NPUOPUTETOB NONb3OBaTENS.
B pexxume Balance poyTtep 6anaHcnpyeT ucxoasaiwmi Tpaduk Mexay noptamu ans yBesIm4eHns NponycKHOM

CMOCOBHOCTW. [laHHbIN peXxum OOCTYMNEH TONbKO NPU NOAKMYeHUN poytepa Yepes asa WAN-noprta.

Mocne Bbibopa pexnma pabotsl WAN nopToB criegyeT nogpasfaen HacTPOMKM CTaTUYECKMX MapLUpyTOB,
Static Routes, Ha Puc. 5.20
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Default routes mode
backup v
1 I Wired internet (wan)
2 I Mobile internet (sim1)
3 | Mobile internet (sim2)
Static routes
Target Mask Gateway Interface
- 192.168.2.5 255.255.255.0 192.168.1.1 ‘ loopback '|
loopback
pptp
siml
sim2 I
wan
ovpn
greltun
lan
lans4

Puc. 5.20. HacTpoiika cTaTU4eCckMx MapLUpyTOB

+

[o6aBneHve HOBOro MapLipyTa MNPOUCXOAUT MO KHOMKe («nmoc») B nepeom cTonbue Tabnuubl. A

yaaneHue MaplipyTa no KHomMke («MUHYC»), Takke B NMepBOoM CTOnbLEe, HO HAaNmpPOTUB CTPOKW HEHYXXHOTO

MapLupyTa. HaCTPOMKN MapLUPYTOB yka3aHbl B Tabnuue 5.11.

Tabnuua 5.11. HacTtpoiku mapLipyTtos

Mone OnucaHue

Target IP-agpec unv noaceTb Ha3HavYeHna MapLupyTa

Mask Macka cetn

Gateway IP-agpec wnto3a mapLpyTa

Interface Beibop nHTepdeica, Yepes KoTopel ByaeT paboTaTe MapLUpyT
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5.2.7. Dynamic Routes(QUAGGA, TonbKo ansa poytepoB cepuun R4)

[aHHbI pa3gen npeaHasHayeH AN HACTPOWKWM AMHAMUYECKON MapLupyTusauun no npoTokonam: BGP,

OSPF. Mpumep HacTpoek npuBeaeH Ha Puc. 5.21

<] BGPD

password zebra

!

access-list vty permit 127.0.0.0/8
access-list viy deny any

1

line viy

access-class viy

o OSPF6D

password zebra

!

access-list vty permit 127.0.0.0/3
access-list viy deny any

1

line vty

access-class vty

@ OSPFD

password zebra

!

access-list vty permit 127.0.0.0/8
access-list viy deny any

1

line viy
access-class vty

o ZEBRA

password zebra

!

access-list vty permit 127.0.0.0/3
access-list vty deny any

1

line vty

access-class vty

Save

Puc. 5.21 MNMpumep HacTporku AuHaAMU4eCcKon MapLupyTtusauum no npotokonam: BGP, OSPF
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[OunHamunyeckan mapLupyTMsaums B poytepax npenctaBneHa naketom Quagga ana GNU/Linux cuctem.
lMpouecc HacTPOMKM AMHAMMYECKOW MapLipyTusauum npenctaBnset cobon 3anofiHEHWE TEKCTOBOro Mors
COOTBETCTBYIOLLEN CnyXbbl COOTBETCTBYIOLLEr0O MpOTOKONa B hopmaTte CUHTaKcuca, OonpeaeriHHoro Ansi

JaHHoro nakeTa. AKTMBauus nonsi nponcxoguntT no qu60Kcy Bo3ne COOTBGTCTByIOLLI,GVI CJ'Iy)K6bI.

MpeactaBneHbl cneyrowme cnyxobul: BGPD — gemoH npotokona bgp, OSPF6D — gemoH npoTtokona
OSPFv3 gna IPv6, OSPFD — gemoH npotokonia OSPFv2. MNMone ZEBRA npegHasHayeHO AN HaACTPOWKMK

6asoBoro agpa Zebra.

5.2.8. DNS Servers

Pasgen DNS Servers Ha Bknagke Network npegHasHaveH ans ykasaHus agpecos DNS-cepsepoB. Ha Puc.
5.22 npepcTasrieH npuMep HacTPOEK C ABYMA agpecamu.
[na coxpaHeHus BbINOMHEHHbLIX HACTPOEK UCMONb3ynTe KHOMKy Save. Npu nepexoae Ha apyrve cTpaHuLbl

pa3fernoB BCe BbINOJIHEHHbIE, HO HE COXPaHEHHbIe HacTPoViku 6yayT copolleHsb!

Status Network VPN / Tunnels Services Tools
Local Network
DNS servers
Wired Internet
8.8.88 Remaove

Mobile Internet
8844 Remove
Loopbacks

Wireless Network Add m

Routes

DNS Servers

Switch

Puc. 5.22. Bknagka Network, pasgen DNS Servers

UTto6bl fo6aBuTb HOBbINM aapec Haxmute kHonky Add u BnvwmnTte IP-agpec DNS-cepBepa B nosiBusLLeecs
none. Ytobbl yganuTb, OAMH U3 afpecoB, HaXMuTe KHOMKY Remove HanpoTvB MOMs agpeca, KOTOpbIn

HeobxoaMMO yaanuTb.
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5.2.9. Switch

Pasgen Switch Ha Bknagke Network npegHasHadeH gnis ynpaeneHus Ethernet-noptamu poytepa (LAN un
WAN). Ha Puc. 5.23 npegcraBrneH npuMmep HacTpOViku NopToB poyTepa R4.
[ns coxpaHeHUs BbINOSTHEHHBLIX HACTPOEK NUCNOMb3YNTE KHOMKY Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HaCTDOVIKI/I 6yJJ,YT C6pOLIJeHbI!

Status Network VPN / Tunnels Services Toels
Local Network Enable Speed Duplex Status
Wired Internet PORT4 @ auto v Full v link:up speed:100baseT full-duplex
Mobile Internet
PORT2 ) auto v Full v link:down
Loopbacks
Wireless Network PORT3 It2 auto v Full v link:down
Roiites PORT4 [ auto v Full v link:up speed:100baseT full-duplex
DNS Servers

Puc. 5.23. Bknagka Network, pazgen Switch

Tabnuua 5.12. HacTtponku mapLupyToB

Mone OnucaHue

Enable BkntoyeHne/BbIkntoveHne paboTbl nopta

Speed Bbi6op ckopocTu paboTbl nopTa: Auto (BbiGop ckopocTu ycTporicteom), 10, 100, 1000
MouT/c

Duplex BbiGop pexvmMa paboThl nopTa:

e Full — nepegaya 1 NpnemM AaHHbIX O4HOBPEMEHHO;
e Half — nepegava u npMem gaHHbLIX NO OYepean.

Status MHdpopmauumst o paboTe Kaxgoro nopTa
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5.3. Pasgen VPN/Tunnels

MoapoOHy MHOPMaLIMIO O TYHHENSAX U UX HACTOMKE MOXHO npoynTaTh B fAokymeHTe «PYKOBOOCTBO
NOJIb3OBATENA Hactponka TyHHenen Ha poyTtepax iRZ» Ha cante www.radiofid.ru.

5.4. Paspen «Services»

5.4.1. DHCP

Paszgen DHCP Ha Bknagke Services npegHasHadeH gns ynpasneHuss DHCP-cepsepom. Ha Puc. 5.24
npegcrasneH npumep HacTponkn DHCP-cepsepa.
[nsa coxpaHeHus BbINOMHEHHbLIX HACTPOEK UCNOoNb3ynTe KHOoMKy Save. Npu nepexoae Ha apyrve cTpaHuLbl

pa3fenoB BCe BbIMOSIHEHHbIE, HO HE COXPaHEHHbIe HacTPoVikv 6yayT copolleHsb!

Status Network Services Tools
DHCP
« Enable DHCP server
MAC Filter Local interface
Firewall lan "
Port forwarding Pool start

100
VRRP

Pool size
Time
150
SNMP

DynDNS Static Leases

Crontabs

* Hostname MAC address P

Command aver SMS
RS232 over TCP

RS485 over TCP

Puc. 5.24. Bknagka Services, pasgen DHCP

YUTo6bl Bktounte DHCP-cepBep noctaBbTe ranodky Hanpotue Enable DHCP Server n ykaxmnte HaCcTpPOKu

ans ero pabotsl (cMm. Tabnuuy 5.13).
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Ta6nuua 5.13. Hactporiku agpecos

Mone OnucaHue

Local Interface Bbibop nHTepgernca Ha koTopom byaeT padotate DHCP-cepBep: LAN, LAN1, Wi-Fi
(konM4YecTBO NOPTOB Ha BbIGOP 3aBUCUT OT HACTPOEK NOKanbHOW CeTU poyTepa 1
HacTpoek Wi-Fi)

Pool Start Appec, c KOTOPOro Ha4yHeTCs Anana3oH pasgaBaemblx agpecoB. Hanpumep, ans
ykasaHus guanasoHa ¢ agpeca 192.168.1.100 (rae, Hanpumep, 192.168.1.0 — agpec
ceTun, B KOTOPOW paboTaeT yCTPONCTBO) U Bbile, HEOOXOAMMO yKa3aTb 3Ha4YeHne
yeTBepToM cekumm (100)

Pool Size Pa3mep pasgaBaemMoro agpecHoro npoctpaHcTea. Hanpumep, npu Pool Start = 100
Heobxoammo paspaTb agpeca ¢ 192.168.1.100 no 192.168.1.250 (150 agpecos), Toraa
3HayeHue byaeT «150»

Static Leases — ykasaHue IP-agpecoB, He0GX0aAMMbIX AN CETEBbLIX YCTPOWCTB

Hostname Mms ycTpoicTBa (Npou3BosibHO, Ha BbIGOP nonb3oBaTterns)
MAC Address MAC-agpec, no KOTOpoMy naeHTUUUMpyeTcs YCTPONCTBO U Ha3HavaeTca |IP-agpec
IP IP-agpec, KoTopbl Ha3HavaeTcs npu naeHtTudunkaumm MAC-agpeca

+

[o6aBneHne HoBOro aapeca B noapasgen Static Leases npoucxoauT Mo KHorke («nntoc») B NepesoM

ctonbue Tabnuupl. A yaaneHue agpeca rno KHomnke '~ | (KMUHYC»), Takke B nepBoM cTonbLe, HO HanpOTMB CTPOKM

HEeHy>XHoro agpeca. OnucaHusa napameTpoB yKasaHbl B Tabnumue 5.13.

Static Leases

Hostname MAC address IP

- debian FF.FF:FF:FF:FF.FF 192.168.1.3

Puc. 5.25. YkasaHue IP-agpecoB Bpy4HYHO
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5.4.2. MAC Filter

Paszgen MAC Filter Ha Bknagke Services npegHasHaveH AN YCTAHOBKM U HacTponku cdmnbTpa no MAC-
agpecam Tonbko ansa poytepos ¢ moaynem Wi-Fi. Ha Puc. 5.26 npegctaeneH npumep HacTponkn punbtpa.
[ns coxpaHeHUs BbINOSTHEHHbLIX HACTPOEK UCNOMb3YNTE KHOMKY Save. [1pu nepexoae Ha apyrue ctpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HaCTpOﬁKM 6y}:l,yT C6pOLLIeHbI!

Status Network Services Tools

DHCP
v Enable MAC Filter

MAC Filter Filter Mode

Firewall Black list = White list

Port forwarding MAC list
Time +
Comment MAC
SNMP
DynDNS

Crontabs

Puc. 5.26. Bknagka Services, pasgen MAC Filter

UTtobbl 3agencTBoBaTh unbTp, NOcTaBbTe ranodky Hanpotms Enable MAC Filter. Janee Heobxoanmo
OyneT BbIOpaTh NpuHLUMN, NO KOTOpoMmy ByaeT paboTaTb hunbTpaLus, Boibpas OAHO U3 3HaYeHUI B nogpasaene
Filter Mode:

e Black List — agpeca, ykasaHHble B Tabnuue MAC List 6yayt 6nokmpoBaTbCs, CO BCEMU OCTanbHbIMU
agpecamu paboTta bygeT paspelleHa;
e White List — paboTa ¢ agpecamu, ykazaHHbIMK B Tabnmue MAC List 6ygeT paspelueHa, Bce ocTarnbHble

agpeca OynyT 6rnokmpoBaTbCs.

+

HobasneHne HoBoro agpeca B Tabnuue MAC List npoucxoauT no KHorike («nnocy») B nepBoM cTonbue

Tabnuubl. A yganeHve agpeca no KHomke | (KMUHYC»), Takke B NepBOM CTOnNOLE, HO HanpoTMB CTPOKM
HeHyxHoro agpeca. MAC-agpec Heobxoaumo BnucbiBaTtb B nore MAC, a none Comment cnyxuTt ans

KOMMEeHTapueB.
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5.4.3. Firewall

Pasgen Firewall Ha Bknagke Services npegHasHa4yeH OJ1 HACTPOWMKM MEXCeTEBOro akpaHa (danpsonna).
HacTtpoiiku pa3buTtel Ha nsatb noarpynn: Default Actions, Zones list, Allowed forwards, User Firewall Rules,
Firewall. Ha Puc. 5.27 npeacrtaBneH npumMep CTaH4apTHOW HACTPOMKM MEXCETEBOIO 3KpaHa.

[1ns coxpaHeHus BbINOSIHEHHbLIX HACTPOEK MCNOMb3YNTe KHOMKY Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXpPaHEHHbIe HaCTDOﬁKM 6y}J,yT C6pOLLIeHbI!

Status Network VPN / Tunneis Services Tools

DHCP )
Default Actions

MAG Filter Zones list
AIIOW&d fnrwards
User Firewall Rules
Port Forwarding Firewall

VRRP
Firewall Rules

Time
Allow-DHCP-Renew

SNMP wan —
Edit

DynDNS
UDP protocol ACCEPT 4

Gronteb Allow-Ping

Command over SMS wan -

RS232 over TCP ICMP protocol ACCEPT l

RS485 over TCP Allow-IGMP

wan —

IGMP protocol AGGEPT l

Puc. 5.27. Bknagka Services, pasgen Firewall

Default Actions
Moarpynna Hactpoek Default Actions onpepenset rnobanbHble ycTaHOBKM ¢hanmpBona, KoTopble He
npuvHagnexar Kakum-nnbo KOHKPETHbIM  30HaM. Bbibop rnobanbHbIX YCTAHOBOK OCYLLECTBANEeTCs
COOTBETCTBEHHbIM BblI6OpOM B HeobxoamMmom none. Monen Tpu: Input — oTBeYaeT 3a 4ENCTBUSA Ha BXOOSALLNM
TpadukoM faHHbIX; Output — oTBeYaeT 3a OeNCTBUSA Hag ucxoasawmm TpadmkomM gaHHblX; Forward — oTBevaeT
3a JencTBusa Hag npoxoadawmm yepes firewall Tpadmkom gaHHbIX.

HacTporku no ymonyaHuio gaHHOM cekuumn npeacTtasnieHsl Ha Puc. 5.28
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Default Actions

Input Output Forward

REJECT s ACCEPT ¥ REJECT

Puc. 5.28 Bknagka Services, pasgen Firewall, HacTpowku Default Actions

Zones List
Moarpynna HacTpoek Zones List oTBeyaeT 3a pa3bueHne Ha 30Hbl, B KOTOPbIX MOXHO OObeauHATb
uHTEpdencbl Mexay coboi M HasHayaTb npaBuna AN BXOASLLEro, UCXOAsLWEro M nepeHanpaBnsiemMoro

Tpaduka. Bbibop HECKONbKMX MHTEPENCOB B OQHON 30HE OCYLLECTBIIAETCS C NOMOLLbIO 3axaTown knasuwm Ctrl.

[oGaeneHve npaBun OCYLLECTBNSAETCA MOCPEACTBOM KHOMKM |~ («Nfoc»), a yaaneHue — KHOMKOW |~
(«MuHyC»). HacTponku 30H npeacTasneHsl B Tabnuue 5.14.
Tabnuua 5.14. Hactpowku npasun Ans 30H
MNMone OnucaHue
Zone Name Mms 30HbI (MO ymMonyaHuio, Ase 30Hbl — LAN 1 WAN)
Interfaces Bei6op nHTepdencos poytepa, KoTopble OyayT BXOAUTb B 30HY
Input Beibop gencteumsa ans Bxogsiuero Tpaduka: Accept — npuHumaTh, Reject — OTKNOHATb,
Drop — otbpaceiBath, Notrack — He oTcnexuBaTsb.
Output Beibop gencteusa ansa ucxoasiero Tpadguka: Accept — npuHnMaTh, Reject — OTKNOHSATD,
Drop — otbpacbiBaTtb, Notrack — He oTcnexvBaThb.
Forward Beibop gencteums ans nepeHanpasnsemoro Tpadguka: Accept — npuHnumaTh, Reject —
OTKNOHSATh, Drop — otbpaceiBaTh, Notrack — He oTcnexusars.
Masquerade BknioyeHne/BbIkNoYeHMe MackupoBky Tpadvka, TO ecTb paboTel cnyx6ul NAT
ACCEPT
REJECT
DROP
MNOTRACK

Puc. 5.29. BapuaHT Bbibopa aencTeuii Anga Tpaduka
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Zones list

Zone name Interfaces Input Output Forward Masquerade

-

- lan pppol2ipf ACCEPT v | ACCEPT v | ACCEPT
ovpn

wan

- wan loopback REJECT - ACCEPT ~ REJECT ~ o
sim1
sim2
pppol2tp1

Puc. 5.30 Bknagka Services, pasgen Firewall, HacTtporiku Zones List

Allowed Forwards

Moarpynna Hactpoek Allowed Forwards oTBeyaeT 3a KOHTpOfb Tpaduka Mexay 30Hamu, KOTopble
cosgatotes B noarpynne Zone List. MoxHo paspelntb nepeHanpasneHve Tpaguka oT 0gHOro uHtepdenca K
Opyromy, ecnv pacnpenenuTb 3Tu UHTepdencsl B pasnnyHble 3oHbl. Hanpumep, B HacTponkax Ha Puc. 5.30 B
30HY LAN Bxogsat nHtepdencel LAN, a B 3oHy WAN — SIM1, SIM2. lNMpasuno «LAN—WAN» 03Ha4aeT, 4To
Tpaduk ¢ nHTepdercoB LAN (rnokanbHble NOpThl) paspeLleHo nepeHanpaenaTbh Ha nHTepdencol SIM-kapT. 310
npaBunIo co3gaHo No ymonyaHuio, u ecnu ero ybpatb, To nepeaava Tpaduka oT nokanbHbIX NOpToB B 30HY WAN

CTaHEeT HEBO3MOXXHOM.

+

[o6aBneHne npaBun OCYLLECTBIIAETCA MOCPEACTBOM KHOMKU («nnoc»), a yaaneHne — KHOMKON

(«MmuHyc»). HacTponku npasun npeactasneHsl B Tabnuue 5.15.

Allowed forwards

Source Destination

- lan v wan v
Puc. 5.31. Hactpoiiku Allowed Forwards

Ta6nuua 5.15. Hactporiku npasun ans HanpasneHumn

Mone OnucaHue
Source Bbibop MHTepgeica, KoTopbin ByaeT SBNATLCA UCTOYHUKOM Tpadiuka
Destination BbiGop nHTepdpelica, koTopbii GyaeT npuemMHnkom Tpaduka
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User Firewall Rules

Moarpynna HacTtpoek User Firewall Rules npegHasHayeHa Onsi BHECEHMS Lenovek npaswui B dopmarte
iptables. Ha Puc. 5.32 npeacrtaBneH npuMMep HacTpOWKM NpaBwuiia, MO3BOSSIOLWErO OTKPbITb AOCTyn K web
nHTepdpency poytepa co ctopoHbl WAN 30Hbl. [MpaBuna nuwyTcs ¢ KnaeBuaTypbl B NIEBOE MOJSie HACTPOEK.
[aHHoe none MOXHO yBenuuMBaTb B pasMepax, NMOTSHYB 3a HWKHMI npasbiid yron nons. Cnpaea oT nons
HaCTpoeK ecTb MHpOpMaLMOHHAs Tabnnyka ykasaHusiM KOTOPOW CrneayeT pyKOBOACTBOBATLCS MPU HanNMcaHum

COBCTBEHHbIX Lienovek npasun.

User Firewall Rules

# This file is iﬂtBFDFBTEd as shell script_ Please use follow custom chains:
# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on reload, so

# put custom rules into the root chains e.g. INPUT or FORWARD or into
the

# special user chains, e.g. input_wan_rule or postrouting_lan_rule.
iptables -A input_rule -] ACCEPT -p tcp —~dport 80|

4

Puc. 5.32 Bknagka Services, pasgen Firewall, HacTpowku User Firewall Rules

Firewall

Moarpynna HacTpoek Firewall oTBeyaeT 3a co3gaHve npaBui s MexXceTeBoro akpaHa. lpasuna 3agatotcs
AN ceTeBbIX MNPOTOKONMOB W UWHTepdencoB. Hanpumep, ykasbiBaeTcd HanpaBreHue [OBWXKEHUE 4epes
nHtepdencel — «wan(all:all) — (all:68)» (Bce agpeca 1 nopTbl OT 30HbI WAN Ha BCe ocTarnbHble agpeca C NopToOM

68), npotokon — UDP, n geicteue — «Accept» (npuHMmaTh 1 obpabaTbiBaTh).

+

[obaBneHve npaBun OCYLLECTBNAETCA NOCPEACTBOM KHOMKK («nntocy»), a yaaneHne — KHOMKOW

(«MI/IHyC»). Ons penakTnposaHua npaBui UCNONb3yeTCA KHOMKa «Edit» HanpoTMB COOTBETCTBYOLLEro npasuna

(cm. Puc. 5.33, Puc. 5.34 n tabnuuy 5.16). UlameHeHne npuoputeTa npaBui, TO €CTb NONIOXEHNE B o4epean
BbINOSHEHUS!, FAE CHa4yana BbIMOMHSITCA «BEPXHUE» MpaBura, OCYLLECTBNAETCS NOCPeaCcTBOM KHOMOK

(«BBEPX») 1 («BHM3Y).
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Firewall

Firewall rules

Allow-DHCP-Renew

wan - _
Edit

UDP protocol ACCEPT

Allow-Ping

wan -
Edit

ICMP protocol ACCEPT
Auto-OpenVPN-access
wan -
Edit
UDP protocol ACCEPT
Auto-GRE-access
wan -

Edit

GRE protocol ACCEPT

Puc. 5.33. Hactpowiku Firewall

Mo ymonuaHutio poyTep Bce Bxogsawme nogkrtodeHns ¢ WAN-nHTepdericoB 6rokmpyeT, No3TOMy B pa3gene
yxe npucytcteyeT asa npasuna «Allow-DHCP-Renew» u «Allow-Ping». lepBoe npaBuno no3Bonset
nonyyaTtb poyTepy agpeca oT BHewHero DHCP-cepsepa, a BTOpoe MNO3BONSET NPOBEPSATbL poyTep Ha

LOOCTYNHOCTb U3 BHELLHEWN CETU nocpencrtesom ping-3anpocos.
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Mpv OobGaBrneHWM HOBOTO MpaBwiia WM PeaakTMPOBaHWMKU YXKEe CYLLECTBYHOLWEro npaBuna, HacTPOWKM

OTKpPbIBAOTCS B HOBOM OKHe, cM. Puc. 5.34

I
Edit firewall rule: Allow-DHCP-Renew
Name
Allow-DHCP-Renew
Source
Zone P Port
wan v
Destination
Zone P Port
Any v 0.0.0.0/0 68
Protocol Target
udp v ACCEPT v
=

Puc. 5.34. PegaktnposaHue npasuna Firewall

Tabnuua 5.16. Hactporiku npasun Ang MexceTeBoro akpaHa

Mone OnucaHue

Name HasBaHve npaBuna (Npoun3BornbHOE MMS Ha BbIOOP Nonb3oBaTens)

Source Moppasgen, KOTopbin OTBEYaeT 3a HAaCTPOWKY UCTOYHUKA Tpaduka

Destination lMoppasgen, KoTopbii OTBEYaEeT 3a HAaCTPOWKY NpueMHuKa Tpaduka

Zone Bbibop 30HbI, ANA KOTOpOW co3aaeTcs npaBuro. Any — niobas 3oHa

P BBog ouanasoHa IP-agpecos, Ha KoTopble OyAeT pacnpocTpaHsaTcs npaBuno. Agpeca

BBoasTcs B chopmaTe «0.0.0.0/0», B kOTOPOM, Hanpumep, «192.168.0.25/150» o3Havaer,
YTO NpPaBuUIIO pacnpocTpaHsaeTcs Ha AnanasoH agpecos oT 192.168.0.25 no
192.168.0.150. Ecnu 3HayeHne He yka3blBaTb, TO NPaBUIO pacnpoCcTpaHseTcs Ha
no6ow agpec

Port Beoga nopta, Ha koTopbin ByaeT pacnpocTpaHsaTeesa npasuio. Ecnn 3HayeHve He
yKkasbiBaTb, TO NPaBWIIO pacnpocTpaHseTca Ha nobon nopT

Protocol Beibop npoTokona, Ha KOTopbl ByAeT pacnpocTpaHAaTLCA NpaBuno

Target Beibop gencteus ans Tpaduka: Accept — npuHuMaTh, Reject — oTknoHaTb, Drop —

oTbpackiBaTth, Notrack — He oTcnexuBaTtb (nogpobHee cM. B pasgene 5.4.3,
nogpasgene Zone List)

Mocne BbINOMAHEHNSA HaCTpOI7IKI/1, YTOObI COXpPaHUTb BHECEHHbIE U3SMEHEHUA, HAXXMUTE KHOMKY Save Changes.

YT06bI 3aKpbITb OKHO GE3 COXpaHEeHMsI U3MEHEHMI, HaxmuTe kHonky Close.
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5.4.4. Port Forwarding

Pasgen Port Forwarding Ha Bknagke Services npefHasHaveH Ansi HacTPonky Npobpoca NOPTOB CO CTOPOHbI

WAN-uHTepdenca Ha nokanbHble NopThbl poyTepa. Ha pucyHke 5.34 npeacraBneH npumep HaCTPOMKK.

+

[obaeneHve npasun npobpoca OcCyLecTBASEeTCA NOCPeaCcTBOM KHOMKK («nntoc»), a ypaneHne —
KHOMKOW '~ | («KMUHYC»).
[1ns coxpaHeHus BbINOSIHEHHbLIX HACTPOEK UCNOMb3YNTE KHOMKY Save. [pu nepexoae Ha apyrve cTpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HaCTpOﬁKM 6y}J,yT C6pOLLIeHbI!

Protocol SrclIP Src Port Dest IP Dest Port Comment

uppP
TCP/UDP

Puc. 5.35. Bknagka Services, pasgen Port Forwarding

Ta6nuua 5.17. Hactporiku npaeun npobpoca noptos

Mone OnucaHue

Protocol Bbibop npoTokona, Ha KoTopbi ByaeT pacnpocTpaHaTees npasuno: TCP, UDP,
TCP/UDP (o6a npoTokona) unu ALL (npegHa3HadeH ans opranunsaumm DMZ 30HbI)

Src IP YkasbiBaeTcs oauH IP agpec, ¢ koToporo 6yaeT paspelleHo NoAKMNoYeHne K JaHHOMY
nopty. Ecnv orpaHnumBaTth AOCTYN K NOPTY HEOGXOAMMOCTU HET — Mocre cneayeT
OCTaBWTb NYCTbIM

Src Port MopT uctouHuka Tpaduka, KOTOPbIA «NPOCMYLLUMBAET» POYTEP HA MOMNbITKA YCTAHOBKM
coeguHeHns

Dest Port MopT npremHKka Tpaduka, Ha KOTOpPLIN poyTep ByaeT nepecbinaTb NakeTbl

Dest IP Beog IP-agpeca npuemHuka Tpaduka, Ha KOTOpbIA poyTep OyaeT nepecbinatb NakeTbl

Comment [None ons koMMmeHTapus
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5.4.5. VRRP

Pasgpen VRRP Ha Bknagke Services npegHasHayeH Ansi HAcTpowiku ceteBoro npoTokona VRRP,
NpUMeHsSEeMbI AN yBeNMYeHUs JOCTYNHOCTU MapLUpyTU3aTOPOB, BbIMOMHAOLMX PONb LUM03a N0 YMOMYaHUIO.
Mo cyTn, cosgaeTca oauH BUPTYarbHbI MapLUpyTU3aTop (poyTep) Ha 6a3e HECKOMbKNX N3NYECKUX POYTEPOB,
[N KOTOPbIX Ha3HavYaeTcs oauH obwnin IP-agpec, UCNonb3yeMblid, Kak LUMH03 N0 YMONYaHUIO A4S KOMNbITEPOB
B ceTu. [NpeumyLLecTBO BMPTyanbHOro MapLupyTusatopa B 6onbluen HageXHOCTU y3na, Beb €CnNu OA4VH n3
poyTepPOB BbLINOET U3 CTPOS, y3en Ha 6a3ze BUPTyanbHOro MapLipyTusartopa NpogoimknT PyHKLMOHMpoBaTh. Ha
Puc. 5.36 npeacrasneH npumep HacTporkn VRRP.

[na coxpaHeHus BbINOMHEHHbLIX HACTPOEK UCMONb3ynTe KHOMKy Save. Npu nepexoae Ha apyrve cTpaHuLbl

pa3fernoB BCe BbINOJIHEHHbIE, HO HE COXPaHEHHbIe HacTPoVikv 6yayT copolleHsb!

# Enable VRRP

Interface

none v
Virtual IP Address Check Interval (sec)
Router 1D Priority

Save

Puc. 5.36. Bknagka Services, pasgen VRRP

Urtob6bl BkntoumTb VRRP, noctaBbTe ranoyky Hanpotus Enable VRRP u 3againite cCoOOTBeTCTBYHOLLME

HacTpowiku (cM. Tabnmyy 5.18).

Ta6nuua 5.18. Hactporiku npasun npobpoca noptos

Mone OnucaHue

Interface Beibop nHTepdeica, Yepes koTopbii 6yaet pabotate VRRP. None — Hu4yero He
ncnonb3oBaTtb unu LAN — 4epes lan nopThbl

Virtual IP Address IP-agpec, KoTopbIi ByAeT UCNonb30BaTLCS AN1S BUPTYyanbHOro MapLupyTnsaTopa

Check Interval (sec) MHTepBan BpemMeHu B cekyHaax, Yepes KoTopbil 6yaeT NnpoBepsiTbCsl 4OCTYNHOCTb
Master-mapLupyTtusaTtopa

Router ID Lincdoposon nageHTudukaTop poytepa, 3HadyeHune ot «1» o «255»

Priority MpuopuTeT BMPTYansHOro MapLipyTusaTopa, KOTopbli OTNpaBnseT NakeT, 3Ha4YeHne oT

«1» o «255». Yem Gonblue undpa, TeM Bbilwe npuoputeT (255 — Master, 1-254 —
ocTanbHble MapLupyTusaTophbl, 0 — Bbixoa Master-mapLupytusatopa 13 rpynnbl)
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5.4.6. Time

Pasgen Time Ha Bknagke Services npegHasHayeH Ansl HACTPOMKU TEKYLLEro BPEMEHU Ha ycTponcTee. B

none Time Source (UICTOYHWK OaHHbIX O BPEMEHM) NO3BOSISIET BbiOpaTh CMNOCOO YCTAaHOBKM TEKYLLIErO BPEMEHM:

e NTP — aBTOMaTU4YECKMNIA PEXMM, B KOTOPOM YCTPOMCTBO ByAeT nonyyatb AaHHbIe O TEKyLLeM BpeMEHU OT
BHeLLHuX cepBepoB — NTP;

e Manual — YCTaHOBKa BpeMeHU B py4HOM peXxnmMme, Ha OCHOBE aHHbIX, BHECEHHbIX NoJib30BaTeNeEM.

Ecnn B none Time Source BbibpaH pexum Manual, TO ons HacTPOWKM BpeMeHU HeobOXOAMMO BHECTMU
[aHHble B COOTBETCTBYOLME Nnong: rog (none Year), mecauy (Month), geHb (Day), yac (Hour), muHyTa (Minute),
yacoBou nosic (Time Zone).

Ha Puc. 5.37 npegctasneH npyumep HaCTPONKN BPEMEHU B PYYHOM peXUME.

[ns coxpaHeHusi BbIMONTHEHHbLIX HAaCTPOEK UCMOMb3ynTe KHOMKy Save. Mpu nepexoae Ha Apyrve cTpaHuLbl

pa3fenoB BCe BbIMOSIHEHHbIE, HO HE COXPaHEeHHbIe HacTPoVikv 6yayT copolleHsb!

Time Source

Manual v

Year Month Day Hour Minute

2017 03 29 08 12

Time zone

GMT v

Puc. 5.37. HacTpoiika BpeMeHn B py4HOM pexunme

Ecnn B none Time Source BbiOpaH pexum NTP, To Ans HacTpPonKM BpeMeHM Heobxoammo ykasaTb |IP-
agpeca unm JoMeHHble uMeHa anst AByx BHewwHmx NTP-cepBepoB, € KOTopbix OyayT 6paTbCs AaHHbIE O TEKYLLEM
BpeMeHU: OCHOBHOW cepBep yka3biBaeTcs Primary NTP Server, a BTopocTeneHHbIn cepsep — Secondary NTP
Server. [1o ymonyaHuio B 3TUX NONsIX yXKe yka3aHbl cepBepa BpeMeHU, UCNorib3yeMble B orepaLMOHHON cucTeme
OpenWRT no ymonuyaHuio. [JononHWTENbHO yKasbiBaeTCs 4YacoBas 30Ha B none Time Zone, ecnu poyTtep
HaxoguTcsa B OTAMYHOM YaCOBOM MOSICE OT CEPBEPOB.

Takke Ha 6Ga3se poyTepa MOXHO co3gatb cobGCTBeHHbIM NTP-cepsep. [Ana 3Toro HacTpomTe napameTpbl
BPEMEHM U MOCTaBbTe ranoyky HanpotmB Enable NTP Server. B 3ToM criydyae KrMeHTbl JIOKanbHOW CeTu
poyTepa, 4Tobbl Nonyyatb AaHHbIE O TEKYyLEM BpeMeHU OT 3TOro cepBepa, LOMKHbI yKasblBaTb B HACTPOMKax
BPEMEHU B MNore C ykasaHueM cepBepa agpeca 3Toro poyrepa.

Ha Puc. 5.38 npeacTasneH npuMep HacTPOMKN BPEMEHWN B aBTOMaTUYECKOM pexume.
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[na coxpaHeHUs BbIMOMHEHHbIX HACTPOEK UCMOMb3yinTe KHOMKy Save. MNpu nepexone Ha Apyrue cTpaHuubl

pa3fernoB BCe BbINOJIHEHHbIE, HO HE COXPaHEHHbIe HacTPoViku 6yayT copolleHsb!

Time Source

NTP v

Primary NTP server Secondary NTP server

0.openwrt.pool.ntp.org 1.openwrt.pool.ntp.org

Time zone

GMT v

Enable NTP server

Save

Puc. 5.38. HacTpoika BpemeHn B aBTOMaTUYECKOM pexXmMmMme

5.4.7. SNMP
Pasgen SNMP Ha Bknagke Services npefHasHayeH Ansi HACTPOWMKM CUCTEMbl MOHUTOPWHra poyTtepa no
npoTtokony SNMP. C nomowbto SNMP MOXHO KOHTponupoBaTh (MPOBOAMTbL MOHUTOPWHT) MOAKITHYEHHBIE K CETH
ycTtponctea. Ha Puc. 5.39 n Puc. 5.40 npeacrtasneHbl npumepsbl HacTponkn SNMP ana aByx Bepcuin NnpoTokona
—V2C 1 V3, COOTBETCTBEHHO.
[na coxpaHeHus BbINOMHEHHbLIX HACTPOEK UCMOoNb3ynTe KHOMKy Save. Npu nepexoae Ha apyrve cTpaHuLbl

pa3fgenoB BCe BbIMOJIHEHHbIE, HO HE COXpPaHEHHbIe HaCTDOﬁKM 6yﬂ,yT C6pOLLIeHbI!

Enable SNMP
Port SNMP Version Community
161 vZe v stha
sysName sysContact sysLocation sysDescription
admin test ltmp test

Downlead IRZ-MIB

Downlead IRZ-MOBILE-MIB

Puc. 5.39. Bknagka Services, pasgen SNMP (v2c)
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YUrto6b! Bknounte SNMP, noctaBbTe ranoyky Hanpotus Enable SNMP, a 3atem BBeguTe COOTBETCTBYHOLLME

HacTpowku (cM. Tabnmyy 5.19

).

Ta6nuua 5.19. Hactporiku SNMP

Mone Bepcua | OnucaHue

Port v2c, v3 MopT, Yepes koTopbIi ByaeT paboTtatb npoTtokon SNMP. Mo ymonyaHuio — «161»

SNMP Version vac, v3 BeiGop Bepcun npoTtokona: v2c, v3

Community v2c, v3 «O6Lwasi cTpokay, Mo KOTOPOW poyTep NPeAOCTaBNSAET AaHHbIE Asi CUCTEMbI
MOHUTOPWHra

sysName v2c, v3 Nwms ycTporctea (Ha BbIGop nonb3oBaTens), kKoTopoe 6yaeT ucnonb3oBaTbCcs ANs
naeHTndukaunm 4aHHoro yCTpomcTea B CUCTEME MOHUTOPUHra

sysContact v2c, v3 KoHTakTHble AaHHble (Ha BbIGOp nonb3oBaTens) B BUAE NEKTPOHHOro agpeca,
TenedpoHa nnu gpyroro Buaa

sysLocation v2c, v3 OnucaHne MecTonoNOXeHUs yCTPOMCTBA (Ha BbIOOP nonb3oBaTers)

sysDescription v2c, v3 Onucanwue ycTporicTea (Ha BbIOOp nonb3oBaTens)

Username v3 VMg nonb3oBatens Ang aBTopusaumm Npu KOHTporie poytepa no npotokony SNMP

Auth Passphrase v3
(SHA)

dpasa-naponb Ans wndpoBaHUs aBTopM3aummn Npu KOHTpore poyTepa no
npoTtokony SNMP, ncnonbayeTcs anroputm xawmposaHms SHA

Privacy v3 dpasa-naponb Ans WndpoBaHns nepegasaeMoro Tpaduvka oT poytepa k cucteme
Passphrase MOHUTOpPUWHra, Npu KOHTpore poytepa no npoTtokony SNMP, ncnonbs3yeTtcs

(AES) anropuTm wndposaHua AES

Security Level v3 Bbi6op ypoBHS 3awwuThl Npy paboTy ¢ yCTpoNcTBOM Mo npotokony SNMP:

o Noauth — aBTopu3aLUVsi Ha YCTPOWCTBE He YCTaHOBMEHA;

e Auth — ycTaHOBNEHa aBTOpU3aLNS;

e Priv — ycTaHOBNeHa aBTOpU3aLms 1 WMPOBaHUE AaHHbIX NpY Nepegaye no
npoToKony.

¢ Enable SNMP
Port

161

sysName

iRZ Router

Username

Download IRZ-MIB

Downlead IRZ-MOBILE-MIB

SNMP Version Community
v3 v public

sysContact sysLocation sysDescription
admin@example.com office

Auth passphrase (SHA) Privacy passphrase (AES) Security level

noauth v

Puc. 5.40. Bknagka Services, pasgen SNMP (v3)

Moa HacTporkamu SNMP ecTb ABe cebinku Ans ckadmsaHusa MIB ¢ainos.
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5.4.8. DynDNS

Pasgen DynDNS Ha Bkragke Services npepgHasHadeH Ans HacTpoviku DynDNS, To ecTb MeToaa
aBToMaTmn4yeckoro obHoeneHus 3anucen DNS-cepeepa. [aHHbIA MeTOO NPUMEHSIETCA ANt aBTOMaTUYECKOro
onpefeneHusa IP-agpeca poytepa no ero JOMEHHOMY MMEHW, KOrga poyTepy Bblaensietca guHamudeckuin |P-
agpec. Ha Puc. 5.41 npeacrtasneH npumep HacTporikn DynDNS.

[lns coxpaHeHUs BbINOSTHEHHbLIX HACTPOEK UCNOMb3YNTe KHOMKY Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3fernoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe HaCTPOViKM 6yayT copolleHsbi!

(1 Enable DynDNS client

Provider
custom v
Get Address From URL For Requests
web v http://checkip.dyndns.com/
Username Password
asd see
Update Interval (sec) Hostname
300 example.domain.com

Force Update (use with caution)

Remote URL
http:/[[USERNAME]:[PASSWORD]@provider.net/update_uri?hostname=[DOMAIN]&myip=[IP]

Puc. 5.41. Bknagka Services, pasgen DynDNS

Utobbl BKkMtouMTb DynDNS, noctaeBbTe ranoyky Hanpotus Enable DynDNS client n Hactponte

COOTBETCTBYOLLME NapamMeTpbl (cM. Tabnuuy 5.20).
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Tabnuua 5.20. Hactpowku DynDNS

Mone

OnucaHue

Provider

Beibop npoBarigepa ycnyrn auHammdeckoro DNS (cm. puc. 5.41). B poytepax iRZ
npeaycTaHOBIEHbI OCHOBHbIE HACTPOWKM A1t HECKONBbKMX PacripoCTPaHEHHbIX
nposangepos. [Ina HacTpovkn coGCTBEHHOrO cepBepa, Bbibepnte Custom u nponuwnte
HeobXoaMMble HACTPOWKU

Get Address From

[aHHas HacTpoiika oTBeYaeT 3a onpegenexHne Bawero guHamuyeckoro IP agpeca. Mpu
Bblibope WEB poyTep 6yaeT nonyyatb 3Tv AaHHble Yepe3 URL, ykaszaHHble B none URL
For Requests. Mpu Boibope Network — B none Network Interface Heobxogumo bynet
ykasaTb UHTepdelnc poyTepa, agpec Kotoporo 6yaet nepegasatbes cepsucy DynDNS

URL For Requests

YkasbiBaetcsa URL cepBuca onpegenenus IP agpeca

Username Mms nonb3oBaTtens aons aBTopusaunm Ha cepeepe DynDNS
Password Mapone Ans asTopu3auun Ha cepepe DynDNS
Hostname MmMs xocTa, NpMCBOEHHbLIN BalLen y4eTHoW 3anucu B cepeuce dyndns

Update Interval (sec)

WHTepBan B cekyHaax, Yepesa KOTopbiii ByaeT oGHOBNSATLCA UHGOPMALWs Ha cepBepa

Force Update

BkntovaeT unu otknoyaeT o6HOBNEHNE AaHHbIX Ha cepBuce B criyyae ecnm IP agpec
poyTepa He MeHsieTcst

Remote URL

Ctpoka URL-agpeca ¢ napameTpamu nogknioyveHms k cepsepy DynDNS

B none Provider ykasbiBaeTcs npoangep ycnyru auHammdeckoro DNS. B poytepax iRZ ecTb BO3MOXHOCTb

ucnonb3oBaTb CBOW COOCTBEHHbIN cepBuc auHammyeckoro DNS unu  HeckomnbKo npenycTtaHOBJ1€HHbIX

pacnpocTpaHeHHbIX cepBuca, cMm. Puc. 5.42

Provider

‘ custom

dyndns.com
ne-ip.com
freedns.afraid.org
zoneedit.com

PR e

R A S A T

Puc. 5.42. Cepsepa DNS
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5.4.9. Crontabs

Pasgen Crontabs Ha Bknagke Services npeaHasHadeH 4115 HAaCTPOMKKN BbIMOSTHEHUS KOMaHZ Mo pacnmcaHuio.

[ns aToro gocratovyHo Ao6aBuTb MHCTPYKUUIO, YKa3aTb BpeMA U CaMy KOMaHAy.

[obaBneHre MHCTPYKLUN OCYLLLECTBNSETCA NOCPEACTBOM KHOMKM |~ («Mrocy), a yaaneHne — KHOMKON
(«muHyc»). OTmeTKa B cTonbue Enable no3sonseT BkoyaTh, UM OTKINOYATb BbINONIHEHWE MHCTPYKLMK 6e3 ee
yaaneHus. Bpems ykasbiBaeTcs B nonsix: Minute (MuHyTa, oT «0» go «59»), Hour (4ac, ot «O» go «23»), Day
(oeHb, ot «1» go «31»), Month (mecsu, oT «1» go «12»), Weekday (oeHb Hepenu, oT «0O» go «7», rge
BOCkpeceHue — 3710 nnbo «0», Nnbo «7»), a cama KomaHAa ykasbiBaeTcs B none Command. Ha pucyHke 5.43
npeacTaBneH npumep nons Ans 3anonHeHus. B nondx BpemeHn MOXHO yKa3aTb 3HaK «*», KOTOPbIA O3Ha4aeT
BECb AManasoH 3Ha4YeHWI JaHHOro MOors.

[ns coxpaHeHUs BbINOSTHEHHbLIX HACTPOEK NUCNOMb3YNTE KHOMKY Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXPaHEeHHbIe HaCTpOﬁKM 6y}:l,yT C6pOLLIeHbI!

Enable Minute Hour Day Month Weekday Command

- 4 1 .2 r ‘ = reboot

Save

Puc. 5.43. Bknagka Services, pasgen Crontabs

49



Wireless solutions
for M2M world

5.4.10. Command over SMS

Paszgen Command over SMS Ha Bknagke Services npegHasHayeH AN HAaCTPOWKM BbIMOMHEHUS KOMaH[,
yrpaBneHns poytepomMm 4epe3 SMS-coobuieHus. [Ona 9Toro A0CTaToMHO A06aBUTb MHCTPYKLMIO, yKasaTb
KOMaHZy, npuaymatb M yKasaTb Ansl KOMaHAbl KMOYeBOe CrOBO, W, MPWU KeraHuM OorpaHvyuTb AO0CTyn K

yrnpaBneHuo poyTepom, Homep (U HoMepa) MOBUBLHOIO TenedoHa, C KOTOPOro oHa MOXET GbITb OTNPaBeHa.

[obaBneHre MHCTPYKLUN OCYLLECTBNSETCA NOCPEACTBOM KHOMKN |~ («Mrocy), a yaaneHne — KHOMKON
(«muHyc»). OTmeTKa B cTonbue Enable no3sonseT BknoyaTth, UM OTKNOYaTb BbINONHEHUE MHCTPYKLMK 6e3 ee
yoaneHusi. Komanga, koTopas bygeTt BbIMONHATLCA ykasbiBaeTcst B norie Command. B kavectBe komaHabl
MOXHO MCMNOSIb30BaTb CaMOMUCHLIN CKPUMNT, PacroSIoKeHHbIA B 3HEProHe3aBUCMMOW namdatn poytepa. Ons
Takux CKpUNTOB OTBEAEH OTAENbHbIN pa3aen B pannosoun cucteme poyrepa — /opt. CKpunT MOXHO NOMECTUTb
B pa3fgen 4yepes KOHCOMb poyTepa mnm no npotokony SCP. CkpunTbl MoryT 6biTb HanucaHbl Ha A3bike Python
Bepcun 2.7 Unu Ha a3blke KOMaHA4HOro nHTepnpetartopa (shell). Ana ckpunToB 1 KOMaH4 HEOBXOAUMO yKa3blBaTb
WX MOSHbIA NYTb, KaK 3TO caenaHo Ha Puc. 5.44

B none Message ykasbiBaeTcs kntoveBas dpasa, kotopas Oyaet cogepxatbcs B SMS-coobweHumn ans
BbINONHeHns komaHabl 13 nons Command. 3710 caenaHo Ang ygobcerea, utobbl He HabupaTb Ha TenedoHe
HaCTOALLYID ONMHHYKD KOMaHAdy, BMECTO 3TOr0 MOXHO OTNpaBnATb KOPOTKUE KuyeBble  pasbl.
CoOTBETCTBEHHO, KNtoYeBble hpasbl NpMayMbiBaeT Nofb3oBaTenb Ha COOCTBEHHOE YCMOTPEHME.

B none B cTton6ue From ykasbiBaeTcs TenedOoHHbI HOMep (ECNM HOMEPOB HECKOMbKO, OHU pa3faensoTcs
npobenamu) B MexayHapoaHoMm dopmarte (Hanpumep, ans Poccum ato «+7[kopa onepartopa][Homepl»), €
KOTOPOro MOXHO BbINOMHATE koMaHAy 13 nons Command. Ecnv gaHHoe nomne ocTaBuTb NYCTbIM, TO KOMaHAaa
npv NpaBUbHOM Ko4eBOM crioBe 6yaeT BbINonHATLCA Mo SMS, npuwegwen ¢ noboro Homepa. Ha Puc. 5.44
npeacTaBneH npumMmep nonen Ans 3anofnHeHus.

[ns coxpaHeHUsi BbIMOMTHEHHbIX HAaCTPOEK UCMOoMb3ynTe KHOMKy Save. Mpu nepexoae Ha Apyrve cTpaHuubl
pasgernoB BCe BbINOMHEHHbIE, HO HE COXpaHeHHbIe HacTporiku ByayT copolleHb!

Ecnu kpaTko onucaTb npvBedeHHble Bbile Lark, TO Afs BbINOSIHEHUS KOMaHAbl, NOny4YyeHHon no SMS
HeobxoaMMO:

1. 3anaute B pasgen Services — Command over SMS Ha poyTepe, rae A0oMKHa BbINOMHUTLCA KOMaHAa;

2. CospaiiTe UHCTPYKLMIO (None AOMKHO GbiTb akTUBHO), B KOTopoi B none Command yKaxute KomaHay,

B none Message ykaxuTe NpuayMaHHYK KroveBylo dpasy (Npy KenaHuu OrpaHuymMTb OOCTyn K
yrpaBneHnto poyTepom, YKaxmte Homep MobunsHoro TenedoHa B none From, ¢ KOTOPOro MOXeT ObiTb
OTnpaBrieHa KomaHaa);

3. CoxpaHuTe HacTpOMKM, HaxkaB Ha KHOMKY Save, BHU3Y CTpaHULbl;

OtnpaBbTe Ha TenedoHHbI HOMep SIM-kapTbl poyTepa SMS-coobLieHune, coaepxallee KIodeByto
dpasy n3 nonss Message (ecnv none From 3anofnHeHO, TO coobLeHne HeobxoamMmo OTNpPaBnATb OT
HOMepa, KOTOPbIA TaM yKa3aH);

5. Ecnu Bce waru BbINofHEHbI BEPHO, Ha poyTepe BbINOMNMHUTLCSA KoMaHda u3 nons Command, TO CTPOKM,

B KOTOPOW KrtoyeBble dopasbl M3 nond Message n SMS-coobLieHns coBnagatoT.
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Message Command From
reboot Isbinfreboot
A0-9]\ hello Ibin/false +79211002234 +7921100223:

Save

Puc. 5.44. Bknagka Services, pasgen Commands over SMS
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Pasgenbl RS232 over TCP n RS485 over TCP Ha Bknagke Services npeaHasHadeHbl 4ns HacTponky paboThbl

poyTepa ¢ noptamn RS232, u RS485, cooTBETCTBEHHO.

B poytepax iRZ pabota no craHgoapty RS232/RS485 orpaHuunBaeTcs npueMoM AaHHbIX MO AMHMKM RX 1

nepep,aqeﬁ OaHHbIX Mo NuHUN TX. anHﬂB OaHHble NO NUHMK RX poyTep MHKancynupyeTt noflyYyeHHble AaHHble B

IP-nakeT, 1 B COOTBETCTBUM C HACTPOMKAMU OTCbINaeT Ux Ha yaaneHHbln XocT. I HaobopoT, nonyyus IP-naker,

Ha YyKasaHHbIN B HacTpOMKax MOpT, poyTep pacnakoBbiBaeT IP-nakeT u nepegaer ero no nvHUM TX Ha

NoAKIMOYEHHOE YCTPOMCTBO.

PoyTep MOXHO HacTpPouTb Ha ABa pexrma paboThbl:

e Server — poyTep X4eT BXOAsLLero NoAKOYeHNs! Ha yKkasaHHbIN NMopT, YCTaHaBNMBAETCsl COeAVMHEHNS U

Ha4ynHaeTCca nepegadva gaHHbIX;

e Client — poyTep ycTaHaBnMBaeT coefIMHEHME NO ykasaHHOMY IP-agpecy 1 NopTy, U HauMHaeT nepegady

OaHHbIX.

Ecnu BbI6paH pexum pabotbl Disabled, To dyHkumMm paboTsl ¢ noptamm RS232/485 oTkMOYEHbI.

Ha Puc. 5.45 npegcraBneH npumep HaCTponkn poyTtepa ¢ noptamm RS232 B pexume cepsepa.

Status

DHCP

MAC Filter

Firewall

Port Forwarding
VRRP

Time

SNMP

DynDNS

Crontabs

Command over SMS

RS232 over TCP

RS485 over TCP

Network VPN / Tunnels

# Enable RS232 over TCP
Mode

Client
Port

10000

Data Bits
8

Baudrate

9600

Banner

Accumulation Attempts

3

Peer Timeout (sec)

80

Services

Remote Host

localhost

Stop Bits
1

Parity

none

Tools

Accumulation Interval (ms)

100

Reconnect Delay (sec)

60

Puc. 5.45. Bknagka Services, pasgen RS232 over TCP
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Ta6nuua 5.21. Hactporiku noptoB 4epe3 TCP (C — knueHT, S — cepBep, M — server Modbus TCP to RTU)

Mone Pexxum | OnucaHue

Port C,S,M MopT, Yepes koTophbIN ByaeT OCyLLECTBNATLCA Nepeaaya AaHHbIX

Remote Host C IP-agpec cepBepa, k koTopoMy ByaeT NoaknoyaTbCst YCTPONCTBO Anst nepefaydn
OaHHbIX

Data Bits C,S,M Konuyectso 6uT 6Groka, ncnons3yemMbix Npu nepegave AaHHbIX: 7, 8

Stop Bits C,S\M Konuyectso cton-6ut 6rnoka, ucnonb3yemble Ans onpeaenenns koHua bnoka: 1, 2

Baudrate C,S,M CKopocTb Nepedayn gaHHbIX Yepes nopT, B 604

Parity C,S,M Pexum KoHTpons YyeTHOCTM BUT B nepeaaBaemMbix 6nokax: None — 6e3 npoBepku,
Odd — npoBepka Ha He4eTHOCTb, Even — nposepka Ha 4eTHOCTb

Banner C, S CoobLueHune (Ha BbIOOp nonb3oBaTens), koTopoe byaeT otobpaxaTbcs Npu pabote
C nopToMm

Accumulation C, S KonunyectBo nHTEpBanoB oxuaaHus, Nocne KOTopbIX HAaKOMNMEeHHbIE AaHHble OyayT

Attempts OTMNpasneHs.bl

Accumulation C,S Bpems nHTepBana oxugaHus, B MC, NpU NONyYEHUN OaHHbIX

Interval (ms)

Peer Timeout C,S Bpems oxumpaHus oTBeTa OT yAaneHHoro yana, B CeKyHaax, Npu ycTaHoBKe

(sec) coeanHeHVsa nnu nepes oTnpaBkoN AaHHbLIX

Reconnect Delay C Bpems 3agepkkun nocne HeyaayHoOWM NOMbITKA NOAKIIOYEHUS K CEPBEPY, B CEKyHAaX,

(sec)

nocre KoToporo 6y/:|,eT coBeplleHa elle ogHa nonbiTKa NOAKIMKYeHNA K cepBepy
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5.5. Pasgen «Tools»
5.5.1. Access

Pasgen Access Ha Bknagke Tools npeaHa3HaveH st HACTPOWKKM JOCTyna ynpasreHus poytepom. Bcero
OOCTYMHbI TPYM BapuaHTa MoMy4nTb OOCTYN K poyTepy. [Ans 3TOro HYXHO MOCTaBUTb Fanoyky HamnpoTuB
COOTBETCTBYIOLLENO NYHKTA U B HYWXKHEM Mosie BBECTU NOPT (M3HAYarbHO yka3aHbl 3HAYEHUS NO YMOJYaHUIO):

e Enable HTTP server — gocTtyn Kk poyTepy Yepes Beb-nHTepdeic;
e Enable HTTPS server — gocTtyn k poytepy Yepes Beb-uHTepdeNC ¢ 3almuTon Yepes cepTudumkar;
e Enable Telnet server — gocTyn K poyTepy no npoTokony telnet;

e Enable SSH server — goctyn k poyTepy no npotokony SSH.

YTo6bI BKMIOYMTL aBTOPU3aLMIO Ha YCTPOMCTBE Yepes cepBep aBTopuauun TACACS+(cnpaBeannBO TOSMBKO
ans poytepos cepuun R4), noctasbTe ranoyky Hanpotns Enable TACACS+ for SSH. Ha Puc. 5.46 npeacrasneH
npuMep HaCTPOMKKN JOCTYyNa K YCTPOUCTBY.

Urtob6bl nogkniovatbecs K web nHTepdency poytepa vepes 3awuiléHHblin npotokon HTTPS, Heobxoanmo
CcBOM cepTudmkaTbl M 4YacTHbIA KNtov 3arpy3uTtb Ha poytep B nonsx CA Certificate n Private Key
COOTBETCTBEHHO.

[ns coxpaHeHus BbINOSIHEHHbLIX HACTPOEK UCNOMb3YNTEe KHOMKY Save. [pu nepexoae Ha gpyrve ctpaHuubl

pa3fernoB BCe BbINOJIHEHHbIE, HO HE COXPaHEHHbIe HacTPOVikM 6yayT copolleHsb!

Status Network VPN / Tunnels Services Tools
WEB Access
iRZ Link Client
# Enable HTTP

Change Password
80

Unit Name
¥ Enable HTTPS CA Certificate Private Key
Send SMS
0 = B
Ping
System Log
Terminal
GPIO
# Enable Telnet
Wi-Fi Clients
23
DHCP Leases
Reboot ¢ Enable SSH
Management 22

Enable TACACS+ for SSH server

Puc. 5.46. Bknagka Tools, pasgen Access
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5.5.2.iRZ Link Client

Pasgen iRZ Link Clinet Ha Bknagke Tools npegHa3HayveH 4nst HACTPOMKKN NOAKIIOYEHUS poyTepa K cucteme

ynpasneHus Link.

# Enable Zelda (iRZ Link client)

Server Port
link.irz.net 11000

Force Update Information (sec.) Keepalive Interval (sec.)
60 30

¥ Use Encryption

Cipher Key (AES256)

Puc. 5.47 Bknagka Tools, pasgen iRZ Link Clinet

OtmeTka B cTpoke Enable nossonsieT BknovaTb, UM OTKOYaTb [OaHHYK OcHacTky. [lone Server
HeobxoaMMO AN1a yKasaHus agpeca unm 4OMEHHOro umeHn cepeepa Link. B none Port yka3biBaeTcs nopT yepes
KoTopbIn paboTaeT cepBep AaHHOro cepsuca. B none Force Update Information (sec.) ykasbiBaeTcs Bpems
yepes KoTopoe GyaeT obHoBNeHa MHoOpMaLmMsa O poyTepe Ha cepsepe, a B none Keepalive Interval (sec.) -
BpeMms yepes KoTopoe poyTep OyaeT oTnpaBnsaTb MHpOpMaLUIO Ha CepBep YTO OH Ha CBA3W.

MoctaBuB ranoyky B norne Use Encryption moxHo 3awmdpoBaTb AaHHble NepefaBaemble Mexay
poyTepom u cepsepoM. [1na atoro Heobxoaumo 6yaet B none Cipher Key (AES256) ykasaTb kntoy LLMpoBaHms,
creHepupoBaHHbI No anroputmy AES 256.

[ns coxpaHeHusa BbINOSIHEHHbLIX HACTPOEK MCNOMb3YNTE KHOMKY Save. [pu nepexoae Ha apyrue ctpaHuubl

pa3fenoB BCe BbINOJIHEHHbIE, HO HE COXPaHEHHbIe HacTPoVikM 6yayT copolleHsb!

[nA coxpaHeHus BbIMOMNHEHHbIX HACTPOEK UCMOMb3yiNTe KHOMKY Save. MNpu nepexode Ha Apyrue cTpaHuubl

pa3fenoB BCe BbIMOSIHEHHbIE, HO HE COXPaHEHHbIe HacTPoViku 6yayT copolleHsb!
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5.5.3. Change Password

Pasgen Change Password Ha Bknagke Tools npegHasHayeH Ons M3MEHeHMs napons And AocTtyna K
ycTpowicTBy. [aponb MeHsieTcs kak ons goctyna no Be6-uHtepdeiicy, Tak u no Telnet n SSH.

[ns nameHeHus napons:

1. BeepguTe cTtapbiit naponb gocTtyna k yctponctay B norne Old Password;

2. BseauTe HoBBbIN Napons B none New Password;

3. BeeauTe HoBbIV Naporib elle pas B none Confirm Password;

4. HaxmuTe KHOMKy Save, BHU3Y CTpaHuLbl.

Ha Puc. 5.48 npegcraBneH npumep nonen ons 3anofHeHuns.

Status Network VPN / Tunnels Services Tools

Access Old Password

iRZ Link Client

Change Password New Password

Unit Name

Send SMS Confirm Password

Ping

System Log

GPIO m
Wi-Fi Clients

DHCP Leases

Reboot

Management

Puc. 5.48. Bknagka Tools, pasgen Change Password
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5.5.4. Unit Name

Pasgen Unit Name Ha Bknagke Tools npegHasHayeH ANA M3MEHEHUS Ha3BaHMS YCTPOMCTBA, KOTOpOe
oTobpaxaeTcsi B Beb-MHTepdeice.

[nsa ycTaHOBKM UNK U3MEHEHUSA Ha3BaHUS:

1. Beaute HoBoe HasBaHue B none Unit Name;

2. HaxmuTte kHonky Save, BHU3Y CTpaHuWLUbl.

Ha Puc. 5.49 npeacrtaBneH npuMmep nonemn Ans 3anofHeHus.

Status Network VPN [ Tunnels Services Tools
Access Host Name
iRZ Link Client iRZ-Router
Change Password Unit Name (Description)

Ping

System Log
GPIO

Wi-Fi Clients
DHCP Leases
Reboot

Management

Puc. 5.49. Bknagka Tools, pasgen Unit Name
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5.5.5. Send SMS

Pasgen Send SMS Ha Bknagke Tools npegHasHaveH ans otnpaBkn SMS-coo6LeHNst Ha yka3aHHbI HOMEP.
SMS-coobLeHne oTnpaBnaeTcs Yepes akTuBHyo SIM-kapTy, KOTopasa UCMNONb3YeTCH B poyTepe.

[nsa otnpasBkn cooblieHunsa (B poyTepe AOmMkHA ObITb ycTaHoBneHa SIM-kapTa C akTUBHOW YCIyron, u
HeobxoamMMbiM HGanaHcoM CpPeacTB, @ CaMO YCTPOMCTBO AOIMKHO HaxXOAUTbCS B 30HE MOKPLITUA onepaTopa,
npepoctasusLlero SIM-kapTy):

1. Beegute Homep MoGUNbHOro TenedoHa B MexayHapoaHom dopmate (ans Poccum ato «+7[kog

onepartopa][Homep]») B none Recipient Phone Number;

2. BsepguTte coobuieHue B none Message;

3. HaxmuTe kHOMKy Send, BHU3Y CTpaHULLbI.

Ha Puc. 5.50 npeacraBneH npumep nonen ons 3anosHeHns.

Status Network VPN / Tunnels Services Tools

Aocess Recipient Phone Number

iRZ Link Client nternational format: +73001002233
Change Password Message

Unit Name

Ping “
System Log m
GPIO

Wi-Fi Clients

DHCP Leases

Reboot

Management

Puc. 5.50. Bknagka Tools, pasgen Send SMS
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Pasnen Ping Ha Bknagke Tools npegHasHayeH aAna NpoBepKu CoeavHEHUs C yaarneHHbIM Y3oM C MOMOLLbHO

yTUNuThI ping.

Y706kl NPOBEPUTL COEAUHEHNE:

1. Beepgute IP-agpec yganeHHoro yana B nosne Host;

BeeauTe konnyecTso ICMP-nakeToB, KOTOPbIE HYXXHO OTNPaBuUTb Npu Nposepke B none Count;

2
3. Ykaxute pasmep ICMP-nakeTa B none Datagram Size;
4

Haxmute KHOMKY Ping, BHMU3Yy CTpaHuLUbl, 1 B IMaBHOM OKHE NnocepeanHe 3KpaHa NoABUTCA pe3ynbTaT

NpOBEpPKM.

Ha Puc. 5.51 npeacraBneH npumep nonen ons 3anofHeHns.

Status

Access

iRZ Link Client

Change Password

Unit Name

Send SMS
=

System Log

GPIO

Wi-Fi Clients

DHCP Leases

Reboot

Management

Network VPN / Tunnels
Host Count
192.168.2.1 4

PING 192.168.2.1 (192.168.2.1): 56 data bytes

64 bytes from 192.168.2.1: seq=0 ttI=64 time=0.392 ms
64 bytes from 192.168.2.1: seq=1 ttl=64 time=0.205 ms
64 bytes from 192.168.2.1: seq=2 ttl=64 time=0.346 ms
64 bytes from 192.168.2.1: seq=3 ttl=64 time=0.300 ms

---182.168.2.1 ping statistics —

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.205/0.310/0.392 ms

Puc. 5.51. Bknagka Tools, pasgen Ping

Services

Tools

Datagram Size
56

Ping
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5.5.7. System Log

Pasgen System Log Ha Bknagke Tools npegHasHayeH Ans paboTbl C CUCTEMHBIM >KYPHArom

YCTPOKMCTBA.

[aHHble 13 CUCTEMHOrO XypHana ycTpoicTBa MOXHO NepecbinaTb Mo npoTokony Syslog Ha yaaneHHbI agpec,

ans aToro:
MocTtaBbTe ranoyky HanpoTtue Enable Remote Logging;

Ykaxute yaaneHHolt IP-agpec B none Remote Address, a nopt B none Remote Port;
BbibepuTte B none Protocol npoTokorn, no koTopomy 6yayT nepecbinarbcs AaHHbIE;

B none Log Prefix MoxHO yka3aTb npedukc, KoTopbii OyaeT o6aBnaTees K 3anmcsim;

o~ 0D PRE

Haxmunte kHoMKy Save, BHU3y Grioka.

Status Network VPN / Tunnels Services

Access )
) Enable remote logging

iRZ Link Client Remote Address Remote Port Protocol Log Prefix
Change Password 514 udp M
Unit Name
Send SMS
Ping e e e S

Wed Jul 18 15:36:13 2018 user.notice web-access: GET /wwwiapi/rs232 - 192.168.2.150:56886

System Log Wed Jul 18 15:36:16 2018 user.notice web-access: GET /wwwi/api/rs485 - 192.168.2.150:56886
Wed Jul 18 15:36:17 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]

GPIO Wed Jul 18 15:36:18 2018 user.notice web-access: GET /wwwiapi/rs232 - 192.168.2.150:56886
Wed Jul 18 15:36:19 2018 user.notice web-access: GET /wwwi/api/rs485 - 192.168.2.150:56886
Wi-Fi Clients Wed Jul 18 15:36:21 2018 user.notice web-access: GET /wwwi/api/rs232 - 192.168.2.150:56886

Wed Jul 18 15:36:24 2018 user.notice web-access: GET /wwwi/api/rs485 - 192.168.2.150:56886
Wed Jul 18 15:36:26 2018 user.notice web-access: GET /wwwiapi/rs232 - 192.168.2.150:56886

DHCP Leases . .

Wed Jul 18 15:36:29 2018 user.notice web-access: GET /wwwi/api/rs485 - 192.168.2.150:56886
Reboot Wed Jul 18 15:36:43 2018 user.notice web-access: GET /www/apilrs232 - 192.168.2.150:56886

Wed Jul 18 15:41:19 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Management Wed Jul 18 15:42:03 2018 user.notice web-access: GET /www/api/access - 192.168.2.150:57850

Wed Jul 18 15:46:20 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 15:46:26 2018 user.notice web-access: GET /wwwi/api/zelda - 192.168.2.150:58610

Wed Jul 18 15:51:22 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 15:55:05 2018 user.notice web-access: POST /wwwi/api/zelda - 192.168.2.150:60076

Wed Jul 18 15:55:16 2018 user.notice web-access: POST /wwwi/apifzelda - 192.168.2.150:60122

Wed Jul 18 15:55:19 2018 daemon.warn zelda[13346]: Connected to server

Wed Jul 18 15:56:22 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:01:25 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:06:25 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:06:50 2018 user.notice web-access: GET /wwwi/api/unitname - 192.168.2.150:33904

Wed Jul 18 16:08:10 2018 user.notice web-access: GET /wwwi/api/sendsms - 192.168.2.150:34138

Wed Jul 18 16:11:26 2018 user.notice ddns-update: 'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:12:06 2018 user.notice web-access: POST fwwwi/api/ping - 192.168.2.150:34834

Puc. 5.52. Bknagka Tools, pasgen System Log

Tools
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Pasgen GPIO Ha Bknagke Tools npegHasHadeH [0S HACTPOWMKM BXOAOB/BbIXOAOB OOLLEro HasHayeHwusi

(GPIO) poytepa, ecnu OHM y Hero ecTb. KonuyecTtBo [OCTYMHbIX ANd HacTpoukn GPIO 3aBucut OT

BO3MOXHOCTen ycTponctea. Ha Puc. 5.53 npeacrtasneH npumep HacTponkn GPIO gna cepum poytepoB R4.

[ns coxpaHeHus BbINOSIHEHHbLIX HACTPOEK MCNOMb3YNTE KHOMKY Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3genoB BCe BbIMOJIHEHHbIE, HO HE COXpPaHEHHbIe HaCTpOﬁKM 6yﬂ,yT C6pOLLIeHbI!

Status

Access

iRZ Link Client

Change Password

Unit Name

Send SMS

Ping

System Log
T

Wi-Fi Clients

DHCP Leases

Reboot

Management

Network

General Purpose

GPIO1

GPIO2

GPIO3

VPN / Tunnels Services
110
Direction Value Action
IN v LOW v Command v
Action Parameter
I ar <TEXT|SGPIO_PIN PIO_EVEN
Direction Value Action
IN v Low v SMS v

Action Parameter

Direction Value

ouT ] LOwW v

Puc. 5.53. Bknagka Tools, pasgen GPIO

Trigger
RISE

Trigger
RISE

Tools

Debounce (ms)

100

Debounce (ms)

100

Y poytepos cepuun R4 nmeetcsa Bcero Tpu GPIO-nopta. [aHHble nopTbl MOryT paboTaTb Kak Ha BXod, TaK U1

Ha BbIxogd. Pusnveckne XapaKTepUCTUKM nopToB MOXHO Yy3HaTb nnéo B PpykoBOACTBE MOJib30OBaTENA, nubo Ha

cante npounssoauTens. Hanpumep, usandeckne xapakrepucTnkn ons poytepos R4:

Tabnuua 5.22 ®dusnyeckme xapakTepucTukm Ans poytepos R4

Mpu pexunme Ha BXoA

HanpskeHne HU3KOro ypoBHS: 0-15B
HanpsikeHne BbICOKOro YpOBHS: 35-5B
Mpu pexume Ha BbIXOA

HanpsihkeHue: 5B

Tok: 25 MA
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Ta6nuua 5.23. Hactporiku noptos GPIO

Mone OnucaHue

GPIO1, GPIO2, MmeHa BxoaoB/BbIX040B

GPIO3 ...

Direction Bbibop HanpaeneHusa pabotol: IN — paboTaeT, kak Bxod, OUT — Bbixog

Value YpoBeHb BbIXOQHOIO curHana (Toneko Ans Bbixogos): HIGH — Bblcokoe HanpsixkeHue,
LOW — Huskoe

Action Hentceue no Tpurrepy (Tonbko Ans Bxoaos): None — Hnyero He genatb, Command —
BbIMOMHUTL KOMaHAZY no cpabaTtbiBaHuio Tpurrepa, SMS — oTnpasuTb CMC Ha
yKasaHHbI HOMep no cpabaTbiBaHWIo TpUrrepa

Trigger Cob6biTve npoucxopsiee Ha nopTy: RISE — nosiBneHne HanpsixeHus Ha nopTy, FALL —

nponaxa HanpsbkeHns Ha nopty, BOTH — o6a cobbitus

Debounce (ms)

HuBenupyeT noxHble CpaGaTbIBaHVIH N3-3a 3N1IeKTPOMarHTHbIX HaBOAOK, U3MePAETCAH B
MUnnncekyHgax

Action Parameter

[None ons ykasaHusa KoMaHgbl N Homepa TernegoHa ¢ TEKCTOM CMC
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5.5.9. Wi-Fi Clients

Pasgen Wi-Fi Clients Ha Bknagke Tools npegHasHayeH ans npenctaBrieHns MHopMauumn O NOAKITHYEHHbIX

Wi-Fi-knneHTtax, ecnu ycTponcTBO nopaepxmeaeT paboty ¢ Wi-Fi. Ha Puc. 5.54 npegctaBneH npumep

CTpaHuUbI.
Status Network VPN / Tunnels Services Tools
Access
Client RX Bytes RX Packets TX Bytes TX Packets Signal (dBm)
iRZ Link Client

Change Password
Unit Name

Send SMS

Ping

System Log
GPIO

DHCP Leases
Reboot

Management

Puc. 5.54. Bknagka Tools, pasgen Wi-Fi Clients (poytep ¢ Wi-Fi-mogynem)

Tabnuua 5.24. Hdopmauumsa o Wi-Fi-knueHTtax

Mone OnucaHue

Client MAC-agpec NOLKITHOYEHHOrO KIMeHTa

RX bytes KonnuecTBo NpuHATLIX KNMneHTom 6ant

RX packets KonunyecTBo NpUHATLIX KNIMEHTOM NakeToB

TX bytes KonnyecTBO oTnpaBnieHHbIX KIIMEHTOM GanT

TX packets KonunyecTBO oTnpaBneHHbIX KITMEHTOM NaKeToB

Signal (dBm) YpoBeHb curHana anisi NoAKMIYEHHOro KnneHTa B feumnbenax

Ecnu poyTep He nogaepxuaeT paboty ¢ Wi-Fi, To B okHe b6yaeT BbiBoauTbcsa coobuerune: This router does
not support this function.
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Pasnen DHCP Leases Ha Bknagke Tools npeaHasHadeH Aans npeactaBneHnss MHopmauum 0 BblaaHHbIX |P-

agpecax knueHtam ot BcTpoeHHoro DHCP-cepBepa poytepa, ecnu oH BkrtodeH. Ha Puc. 5.55 npepcraeneH

npuMep CTpaHuLbl.

Status

Access

iRZ Link Client
Change Password
Unit Name

Send SMS

Ping

Systern Log
GPIO

Wi-Fi Clients
Reboot

Management

Network VPN / Tunnels Services

Host IP MAC Address Client 1D Expiry Time

Puc. 5.55. Bknagka Tools, pasgen DHCP Leases

Ta6nuua 5.25. lHgdopmaums o DHCP Leases

Tools

Mone OnucaHue

Host Mwms xocta

IP BblgaHHbI IP-agpec xocTy

MAC Address MAC-agpec AaHHOro KnueHTta

Client ID MOeHTUMKaLUMOHHbIA HOMEpP KITMeHTa

Expiry Time [ata n Bpems, nocne KOTOPOro y KNneHTa UcTekaeT akTyanbHOCTb BblAAaHHOIO
cepBepom IP-agpeca
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5.5.11. Reboot

Pasgen Reboot Ha Bknagke Tools npegHasHaveH Ans nepesarpy3ku yCTpoWCTBa unm cbpoca B 3aBOACKUE
HacTpounku. Ha Puc. 5.56 npeacrtasneH npymep cTpaHuLbl.

YTto6bl Nnepesarpy3mnTb YCTPONCTBO, HAXMUTE KHOMKY Reboot.

Y106kl COpPOCUTL YCTPOMCTBO B COCTOSIHME 3aBOACKMX HACTPOEK, MocTaBbTe ranoyvky HanpotuB Perform

factory reset n HaxxmuTe KHornky Reboot.

Status Network VPN / Tunnels Services Tools

Access
[C1 Perform factory reset

IRZLink st Reboot process will take about 60 seconds to complete.

Change Password
Unit Name

Send SMS
Ping
System Log
GPIO

Wi-Fi Clients

DHCP Leases

Management

Puc. 5.56. Bknagka Tools, pasgen Reboot
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5.5.12. Management
Ha paHHOW cTpaHuue HacTpoek npefcTaBrieHa BO3MOXHOCTb COXPaHEeHUsl BCEX CAeNaHHbIX HacTpoek B

cba|7|n N X BOCCTAHOBIIEHNE U3 cba|7|na, BO3MOXHOCTb YCTaHOBUTb OONOSTHUTENbHbIN HpOFpaMMHbIVI nakeT nnn

0BOHOBWTL BEPCUIO NPOLINBKU poyTepa. MNpumep cTpaHuubl NnpuBeaéH Ha Puc. 5.57

Status Network VPN / Tunnels Services Tools

Access System Report

iRZ Link Client Generate Report support@radiofid.ru

Change Password

Unit Name Restore Settings Backup Settings
Send SMS
Ping
Sining Install Package
Upload ‘
GPIO
Wi-Fi Clients

Update Firmware

DHCP Leases
Upload Perform factory reset

Reboot

Puc. 5.57. Bknagka Tools, pasgen Management

Mony4yeHune penopT-channa.

Haxmute kHonky Generate Report u poytep NpeanoXxuT Bam COXpaHUTb TEKTOBLIN ¢hain B KOTOPOM cobpaHbl
norn paboTbl poyTepa M ero HacTpoku. [daHHbii ann ygobeH Anst AuarHoCTUKM pasnuuyHbIX npobrem B
HacTpowkax poyTepa. CoceaHss KHOMKa NpeanoXuT BaMm cpasy HanmcaTb MMCbMO B TEXHUYECKYIO NOAAEPXKKY MO

BO3HMKLLUMM BOMpoOCcaMm.

CoxpaHeHue HacTpoeK yCTpoucTBaa.

Haxmute kHonky Download B nogpasgene Backup Settings u coxpaHuTe nonyyeHHbIn harn B KOMMNbIOTEPE.

3arpys3ka coxpaHeHHbIX HaCcTPOEK YCTpoMCTBa.
Haxmute kHonky Upload B nogpasgene Restore Settings u BbibepuTe paHee COXpaHeHHbI dhann ¢

HacTpownkamu.

YcTtaHOBKa AONONHUTENbHbIX NAaKeTOB Ha YCTPOUCTBO.
HaxmunTe kHonky Upload B noppaspene Install Package, 4Tobbl BbiGpaTh dann-nakeT, a 3aTeM HaxmuTe

KHonKy Install, 4ToBbl Mcnonb3oBaTh NAKeT B YCTPOWCTBE.
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O6HoBneHne BHyTpeHHero MO (npowwunBKK) ycTponcTBa.

Haxmute kHonky Upload B nogpasgene Update Firmware, 4tobbl Bbibpatbh havin ¢ nNpoLMBKON. YTOObI
ncnonb3oBaTb BblOpaHHbIN halin B yCTPOMCTBE Hakmute kHomnky Update. YTo6bl Nnpy 0GHOBNEHUN MPOLLMBKA
cOpocnTb HacTPOWMKM YCTPOWCTBa B 3aBOACKME, MOCTaBbTe nepen obHOBNeHueM ranoyky Hanpotus Perform

factory reset.
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6. KOHTaKTbl 1 noaaepXxka

HoBble BEPCUM NPOLLUMBOK, AOKYMEHTaU 1 1 conyTCTBYHOLWEro nporpaMmmHoro obecneyeHns MOXXHO nony4yunTb

npu 06pau.|,eH|/||/| no cnegyrwmnMm KOHTaKTaMm.

CaHkT-lMeTepbypr

canT komnaHuu B IHTepHeTe: www.radiofid.ru
Ten. B CaHkT-lNeTtepbypre: +7 (812) 318 18 19
e-mail: support@radiofid.ru

Haww cneuunanuctbl Bcerga rotoBbl OTBETUTb Ha Baluv Bonpockl, MOMOYb B YCTaHOBKE, HACTPOMKe U ycTpa-

HeHMKU NpobremMHbIX CUTyaLmMin Npu skcnnyatauun obopynosaHus iRZ.

Mpn obpalleHnn B TEXHUYECKYID NOAOEPXKKY B crnyvae npobremMHbIX CUTyaluin ykasbiBanTe, noxanyucTta,
BEpPCUMIO UCMONb3yeMOro B poyTtepe nporpaMmmHoro obecnedeHus. Kpome TOro, pekomeHayeTcsl NpukpenuTb
K MMCbMY >XypHarbl 3anycka npobrnemHbIX CEPBUCOB, CHUMKU 3KPAHOB HacTpoeKk v Niobylo Apyrylo nonesHyo
uHcpopmaumo. Yem 6onblue nHgopmarmm 6yaet npeaocTaBneHo CneumnanncTy TEXHNYECKON NoAAEPXKKN, TEM

ObIcTpee OH CMOXET pa3obpaTbCs B CNOXUBLLENCS CUTYaLUN.

anMe‘laHMe. I'Iepep, o6pa|.|.|,eHv|eM B TEXHNYECKYH0 NOAOEPXKKY peKOMeHOYyeTCA OOHOBUTL nporpamMmmHoe

obecreyeHne poyTepa 40 aKTyarbHON BEPCUM.
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MpunoxeHune 1

CuHTtakcuc IP-agpeca

IP-agpec onucbiBaeT agpec yana B IP-ceT u cocTouT U3 4x yacten (okteToB). OKTET He MOXeT BbITb BornbLue

uncrna 254. MNocnegHuin OKTET HE MOXET BbITb HyreM.

Mpumep: 80.70.224.2

CuHTtakcuc IP-agpeca cetun

IP-agpec ceTu onucbiBaeT BCe agpecHoe npocTpaHcTBo IP-cetn. CocTouT U3 4x yacten (OKTETOB) U Macku

nogcetn. OKTET He MOXeT ObITb OorbLUe Ynucna 254, macka nogcetTn He bonblue Yucna 32.
Mpumep: 90.30.173.60/28
Mpumep 2: 125.24.55.219 255.255.255.0

CuHTakcuc Macku nogceTtu

Macka noaceTv COCTOUT U3 4X OKTETOB, KaXabI N3 KOTOPbIX HE MOXeT ObiTb 6onbLue umcna 255.

Mpumep: 255.255.255.0

CuHTtakcuc MAC-agpeca

MAC-agpec cocTouT M3 6 4acTeil, Kaxgass M3 KOTOpbIX He MOXeT WMeTb 3HadyeHne 6onee FF

(wecTHaguaTepUyHas CMCTEMA CYUCTIEHMS).

Mpumep: 00:FF:BD:69:07:4A
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MpunoxeHue 2

AdocTynHble KOMaHAbI yNpaBneHus

Hwxe npmueeaeH Cnncok KoMmaHg, KoOTopble MOryT ObITb NCNOMb30BaHbI AN1s pa6OTbI C poyTepom. I'Iepe,u, Bbl30-

BOM KOMaHAbl pekoMmeHayeTCcA 03HaKOMUTbLCA C ee OnncaHneMm.

A date flashcp halt
dbclient flex head
arp
decod ftpget host
ash ecode pge ostname
awk depmod ftpput httpd
df fw_printenv hwclock
B dhcpd fw_setenv hwinfo
dmesg fwload
base64 :
dnsdomainname |
bash dnsmas
a G id
blockdev
dropbear . .
bretl gdbserver ifconfig
dropbearconvert .
genhash ifdown
busybox
dropbearkey .
genreport ifup
byteconv du
getimei inadyn
getopt inetd
c E
getpid init
cat echo getty ip
chat egrep getusbcom ip6tables
chmod encode gpin ip6tables-restore
chown env gpio ip6tables-save
chpasswd expr gpiod ipaddr
clear gpspipe ipaddress
cont_check :
- F grep ipcalc
cp . .
false gsminfo iplink
crond . .
fare gsminfod iproute
crontab o unzi iprule
firmware_update g P P
cryptpw zi ipsec_pin
flash_erase gzIp psec_ping
cut iptables
5 flash_lock P
flash_unlock H iptables-restore
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iptables-save
iptables-xml

iptunnel

K

keepalived
kill

killall

klogd

led

less

In
loaddefaults
loadset
lockfile-check
lockfile-create
lockfile-remove
lockfile-touch
logger

login

logrotate

Is

Isof

M

mail-lock
mail-touchlock
mail-unlock

makedevs

md5sum
mdev

mesg
migrate_set
mii-diag
mini_snmpd
mkdir
mkfs.jffs2
mknod
mkpasswd
modem
modinfo
modprobe
mount

myv

N

netservices
netstat
nohup
nslookup
ntpd

ntpdate

O

openssl
openvpn
opinfo

ovpn_ping

passwd

pcregrep
pcretest
picocom
pidof
pin_enter
pin_lock
pin_unlock
ping

pinger
plainrsa-gen
post_decode
poweroff
pPP_ping
ppp_watch
pppd
pppdump

pppinfo
pppstats

printf
ps
pwd
python

R

racoon
racoonctl
reboot
reserved
rm
rmmod
route

run-parts

Wireless solutions
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S

scp
sed

seq
set_gsm_param
setkey

setsim

sh

sim

sim_check
sim_check_pres
sim_check_reg
sim_switch
sleep

sms

sort

ssh

start-stop-daemon

stat
stty
sync

syslogd

T
tail

talk

tar
tcpdump
telnet
telnetd

test
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tftp
tftp_reflash
timeconv
top

touch

tr

traceroute
tty-lock
tty-unlock
ttyS1-lock
ttyS1-unlock
ttyS2-lock
ttyS2-unlock

U

umount
uname

uniq

unxz
update_index
uptime

usb

usleep

ussd
uudecode

uuencode

\Y

vconfig

\Y

W

watchdog
wce

wget
wget_reflash

which

X

xI2tpd
xI2tpd-control
xtables-multi
XZ

Xzcat

yes

zcat

Wireless solutions

for M2M world
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